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SECTI ON 1. | nt r oducti on

1.1 Pur pose.

Thi s docunent provi des gui dance on the regul atory revi ew of
prenar ket medi cal device software submssions. |t replaces the
"Revi ewer Quidance for Conputer Controlled Medical Devices
Under goi ng 510(k) Review' issued in 1991. This guidance

di scusses the key el enents reviewers ook for in a prenarket
nmedi cal devi ce software subm ssion; thereby providing a common
basel i ne fromwhich both nmanufacturers and scientific reviewers
can operate. This guidance is also intended to further the
under st andi ng of software engi neering practices, quality,
reliability, and safety; mainly by referring to existing
standards (Appendi x D), textbooks (Appendi x E), and generic

sof tware devel opnment tutorial (Appendix A).

1.2 Backgr ound.

The primary notivation for devel oping this new gui dance was to
clarify the existing guidance. FDA has four years experience
usi ng the existing guidance. Feedback from both manufacturers
and scientific reviewers has been incorporated into the new

gui dance. By clarifying the guidance, the Agency hopes to
receive a larger percentage of conplete prenmarket subm ssions the
first time around. This will avoid the need for additional
information requests which are tinme and resource consum ng for
both FDA and nanufacturers. 1In addition, the guidance has been
updated to be consistent with energing international consensus
standards such as International E ectrotechnical Conm ssion (IEQ
601-1-4 and Internati onal O ganization for Standardi zation (I1SO
9001 and | SO 9000- 3, and the proposed new Good Manufacturing
Practices (Qws).

A preview of the new gui dance was presented May 17, 1995, during
t he I ndi ana Medi cal Device Manufacturers Council (I MOMD) Sem nar
on the Devel opnent of Medical Device Software in a Regul ated

Envi ronnent and agai n on Septenber 21, 1995 during the 19th
Annual Regul atory Affairs Professional Society (RAPS) Exhibition
and Conference. In addition, the independent reviewers |isted on
page iii provided inval uabl e feedback during the informal review
of draft version 1.1 of this docunent. A short course,
expl ai ning how to use this guidance docunment is being coordi nated
t hrough the FDA Center for Devices and Radi ol ogical Health (CDRH)
Staff Col | ege.

1.3 Scope.

The new sof tware gui dance applies to all types of prenarket

1-1
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subm ssions: premarket notifications (510(k)), prenarket
applications (PMAs), and investigational device exenptions

(I DEs). The previous guidance indicated that is was for 510(k)
subm ssions. However, in practice it was used for PVA and | DE
subm ssions as well since no software gui dance existed for these
types of submssions. D fferences in the types of information to
be submtted and howit is evaluated are noted in the text.

In general, this guidance applies to all software which is used
in nmedi cal devices. This includes:

1) software whi ch i s enbedded i n nmedi cal devices, i.e.
firnware;

2) sof tware whi ch requires operator interaction, such as
setting paranmeters or sel ecting nodes; and

3) software accessories as defined in the draft software
pol i cy.

(Note: these categories are not necessarily nutually exclusive.)
Wi | e the sane devel opnent |ifecycle and risk managenent
activities apply, froma prenmarket regul atory perspective at
present it excludes pure hospital information systens, such as

billing records, and manufacturing process control software.
(See B. 13)
1.4 | nt ended Audi ence.

This guidance is intended for use by scientific reviewers within
the FDA CDRH O fice of Device Evaluation (CDE) who revi ew nedi cal
device software, FDA Ofice of Regulatory Affairs (CRA)

| nvestigators, and the medical device industry.

1.5 Docunent Organi zat i on.

This docunent is divided into four normative sections and si X
informative appendi ces. The terns normative and informative are
used the sane way as in international standards: nornative -
strongly encourage; informative - useful background information.

- Section 1, which is normative, describes the purpose,
background, scope, intended audi ence, docunent organizati on,
rel ati onship to other docunments, and term nol ogy.

- Section 2, which is nornative, discusses software risk
managenent activities.

- Section 3, which is normative, explains the [ evel of concern
determnation and howit relates to the docunentation in and

1-2
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review of a prenmarket subm ssion.

- Section 4, which is normative, identifies key infornational
el enents of a prenmarket subm ssion

- As a supplenment to Section 2, Appendi x A provi des nore detai
about devel opnent |ife cycle activities and software
engi neering practices. This appendix is infornmative.

- Speci al topics and uni que technol ogi cal issues currently
facing the FDA and industry are examned in Appendix B. This
appendi x is informative.

- Appendi x C provi des a sanpl e checkli st and conmon requests
for reviewers and nmanufacturers to use during the prenarket
review process. This appendix is informative.

- Appendices D and E cite current relevant national and
international consensus standards and texts related to
sof tware engi neering, quality assurance, risk managenent and
l'i fecycle methodol ogi es. Reviewers and nmanufacturers shoul d
refer to these sources for nore in-depth information, since
that information is not duplicated in this guidance. These
appendi ces are informati ve.

- The "FDA d ossary of Conputerized System and Software
Devel opnent Ter m nol ogy"”, devel oped by the CRA D vision of
Field Investigations (DFl), appears in Appendix F. S nce
many of the terns used in the software field have multiple
definitions, this appendi x is designed to provide a reference
for terns only as used in this docunent. This appendix is
infornative.

1.6 Rel ationship to G her Docunents.

This publication is a guidance docunent, not a standard. FDA and
devi ce desi gners use gui dance docunents to provi de a nmeans, anong
possi bl e others, to neet regul ations and policy, as shown in
Figure 1-1. National and international consensus standards, such
as those cited in Appendix D, are viewed as tools for
denonstrating conpliance w th regul ati ons.

Since this guidance addresses a cross-cutting issue, it is

i ntended to conpl ement devi ce specific guidance by providi ng
addi tional detailed software infornation.

1-3
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1. Mssion ---> Protect the public health

2. Law(s) ---> SMDA 1990, MDA 1992,

3. Regul ation(s) ---> 21 CFR xxx

4. Policy/ Qui dance ---> CDE Qui dance for the ...

5. Standards ---> | EC 601-1-4,

Figure 1-1. U S Regulatory Herarchy for Medical Device
Sof t war e.

1.7 Ter m nol ogy.

FDA gui dance docunents by definition do not establish legally

bi ndi ng requirenents. A gui dance docunent is published as
providing a neans, but not the only neans, of show ng conpliance
to regul ations which are very general in nature. The terns
"shoul d" and "nust" are used in this docunent. However, they
shoul d be interpreted as "shoul d* or "nust" froma theoretical or
techni cal perspective -- not a | egal perspective.

1-4
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SECTI ON 2. Software Ri sk Managenent Activities

This section provides an overview of risk nmanagenent activities
that occur during the software devel opnent lifecycle. This
section, which is normative, corresponds to | EC 601-1-4. 1 This
correspondence w Il assist U S manufacturers intending to export
to Australia, Canada, the European Union, and Singapore. It wll
al so assist CDE scientific reviewers to eval uate subm ssions for
products devel oped i n accordance with this standard.

Manuf acturers may chose to foll ow another standard. However

they woul d need to denonstrate how that standard corresponds to

t hi s gui dance docunent. More detailed information about the
devel opnent |ifecycle is provided in Appendix A which is

i nformati ve.

2.1 Li fecycl e Mbdel s and Devel opnent Met hodol ogi es.

Manuf acturers are responsi ble for selecting, justifying and
following a particular |ifecycle nodel and software devel opnent
met hodol ogy. Many sof tware devel opnent nodel s are accept abl e.
Term nol ogy fromnodel to nodel and met hodol ogy to net hodol ogy
may vary. A generic lifecycle nodel is depicted in Figure 2-1
Note that the software devel opnent |ifecycle is a m crocosm of
the entire device developnent lifecycle. It is feasible to
intermx |ifecycle nethodol ogi es between subsystens and
subconponents (i.e., hardware, software, materials, ...).

The Agency | ooks for four particular characteristics in any
l'i fecycl e nodel :

1) di stinct phases wth associ ated work products;

2) f eedback of technical and schedul e infornation anong
t he phases;

3) verification and validation activities return to the

source of the error, not necessarily the previous

! - FDA' s published "Quideline on the General Principles of
Process Validation" defines validation as “Establishing
docunent ed evi dence whi ch provides a high degree of assurance
that a specific process will consistently produce a product
meeting its predetermned specifications and quality attributes.”
This definition enconpasses both “verification” and “validation”
activities as used in this guidance docunent. This gui dance
docunent uses the terns “verification” and “validation”
activities as defined in | SO 8402 and used in | EC 601-1-4, which
is a conmmon practice for the conputer industry.
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phase, and | ook at adjacent and simlar areas in the
software for associated errors; and

4) devel opnent |ifecycle and ri sk managenent activities
are fully integrated.

1.0 B.0
| Hﬂ]trm; Yl Tolat Foen System Test
Analysis and = -
Specification

: I '—————i——‘“j
2.0 7.0

8
2
=
- B
2 | Architecties Verification Intearation 5
E Analysis and < > Test o
=< Specification =
.. B~ am—— [ =
< o
10 6.0 5
) i e B f 5
QE Design Verification functional -~
o rﬁ‘" - TestT E
TLTY e BEEAA Jr= »
&0 5.0 3
Development Yerification module Test
- =
Figure 2-1. Ceneric Software Devel opnent Lifecycl e Mdel

(Adapted fromI EC 601-1-4 Figure DDD. 1.)

2.2 Requi renents Anal ysis and Specification.

The first phase for any nedical device software is to identify
and anal yze custoner or end-user functional and performnmance
requirenents. This involves the devel opnment of specifications
whi ch detail risk-related functions and identify the safety
integrity measures necessary to control risks for the nedi cal
device software. It is inportant to define the role of the
software in the device at this tinme, in particular with regard to
risk-related functions. Prototypes can be useful in clarifying
t he accuracy and conpl eteness of requirenments. This is an
appropriate time to start witing a prelimnary operator's
manual .

2.3 Architectural Analysis and Specification.

The second phase is architectural deconposition and analysis.
During this phase functional and safety requirenents are
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all ocated to the various subsystens and subconponents. The role
of software in risk control neasures shoul d be defi ned.

Manuf acturers are responsible for selecting and justifying
architectural considerations such as redundancy, diversity,
failure rates and nodes, diagnostic coverage, conmon cause
failures, systematic failures, test interval and durati on,

mai ntai nability, data security and privacy. They shoul d expl ain
how and why these architectural considerations were incorporated,;
document i ng the deci si on nmaki ng process. For exanple, how was
redundancy i npl enented and why; or why was it not i ncorporated.

2.4 Desi gn and Devel opnent .

The logic used in performng the design is captured at al

| evel s. These activities devel op detail designs of algorithns
which are recorded in a detail design specifications. The target
and devel opnent hardware platforns, operating systens, tools used
(such as conpilers, linkers, and autonated software engi neering
tools) are part of this specification. The detail design of
interfaces with devices (such as sensors, actuators, and hunan
factors issues (see B.10)) are docunented in this specifications.
The deci si on nmaki ng process (especially the detail designs of
interfaces with devices), which is docunented in the

speci fication, should explain how and why these design

consi derations were incorporated. The source, object, and
execut abl e code wi th supporting docunentation are witten

2.5 Verification Activities.

Verification activities should evaluate the realization of the
safety objectives and verify the correct inplenentation of
functional and safety requirenents. Test specifications for the
sof tware systemand each of its subsystens and subconponents are
devel oped. The results of verification activities should be
docunent ed, anal yzed, and interpreted; e.g. a discussion of why
observed results were considered acceptable -- not just that they
passed.

There are two special concerns in regard to verification
activities: 1) the use of off-the-shelf (OIS) software products
(see B.6), and 2) encouragi ng the use of conplenentary anal ysis
and verification techniques. The use of OIS software products is
bei ng encouraged by industry. Solely performng verification on
commerci al software products is not sufficient for acceptance in
safety critical applications. Merification and validation
activities should evaluate the safety, reliability, and integrity
of the OIS product and its intended use in nedical device
software, and allow for appropriate safeguards to be desi gned and
devel oped for the device. See Appendix B.11 for a thorough

di scussion of issues related to OIS.
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The second concern is encouragi ng the use of nmultiple
conpl enentary anal ysis and verification techni ques, as shown in

Figure 2-2.

By using multiple techniques,
different types of errors wll

software safety and reliability. (Note:

a | arger nunber and

be uncovered; thereby enhanci ng
Figure 2-2 is only an

exanpl e; manufacturer's schenes may differ.)

ANALYSI S | FUNCTI ONAL LOAd CAL
Dynam c Traditional Testing: Traj ectory-based testing
nodul e Structured Basis testing
subsyst em Branch testing
systemintegration Path testing
stress
regr essi on
Static Formal Scenario Anal ysis Petri Nets
Code | nspecti ons Timng Anal ysis
d eanr oom Anal ysi s Testability Analysis
HAZCP Anal ysi s Oitical Path Analysis
Formal Met hods, Proofs
Model |'i ng
Sof tware FTA, FMEA
Figure 2-2. Conpl enentary Anal ysis and Verification
Techni ques.
2.6 Val idation Activities.

Validation activities denonstrate that the safety
have been inpl enented correctly as specified.

requirenents
During validation

the results observed should be docunented, analyzed, and

i nterpreted.

A 6.)

2.7

Modi fications will

This is an opportunity for the manufacturer to
denonstrate that the device has been adequately validated.

(See

Confi gurati on Managenent and Change Control .

occur during the devel opnent |ifecycle, after

a device is fielded, and as a product |ine natures.
Modi fications nmay take the formof requirenments changes, design

changes,

the nodifications wll

corrections, or enhancenents.
det erm ne whet her:

The extent and nature of

(1) they can be

accommodat ed by configurati on managenent and change control

pr ocedur es;

l'ifecycle

managenent and contr ol

sof t war e.

apply.
(See B. 4.)
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2.8 R sk Managenent .

Conpr ehensi ve ri sk managenent is a conbination of risk anal ysis
and risk control activities which are ongoi ng throughout the
devel opnent lifecycle. Several national and internationa
consensus standards, such as those cited in Appendix D. 2, can
assi st manufacturers during this process.

2.8.1 R sk Analysis Activities.

R sk anal ysis begins with the identification of all potenti al
hazards for a device. A variety of inductive and deductive

t echni ques should be used to performthe risk analysis, as cited
in Figure 2-2. In general, different techniques wll be used
during different phases of the devel opnent |ifecycle as nore
becones known about the end product. The severity of each
hazard, should it occur, is then assessed qualitatively. (IEC
601-1-4 defines the categories of severity as: negligible,

margi nal, critical, and catastrophic.)

A device may have nmultiple potential hazards associated with it.
Li kewi se, each hazard may have multiple potential causes. Al
potential causes for each hazard should be identified. The
estimated |ikelihood of each hazard occurring is then assessed,
either qualitatively or quantitatively. The methods used to
identify hazards and their causes, estimate the |ikelihood, and
categorize severity shoul d be docunent ed.

2.8.1.1 Estimating the Likelihood and Severity of Hazards.

R sk analysis activities should lead to an identifcation of
hazards and an associ ated risk of each hazard. This involves
estimating the likelihood that the hazard will arise, estinating
that the hazard will cause a mshap, and estimating the severity
of the m shap.

The |ikelihood of a hazard can be estinmated in different ways.
Sone exanpl es are

1) estimation through known probl ens associated with a
speci fic technol ogi cal issues or information through
literature;

2) estimation through experience/ engi neering judgenment in
usi ng a technol ogy; and

3) estimation through review process when the |ikelihood
is purely an estimate based on know edge of team and/ or
t echnol ogy.
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The reason the likelihood of a hazard is usually estimated is
that calculating specific probablilities of occurance for a
particular hazard is difficult, if not inpossible, depending on

t he circunstances which contribute to the hazard. This estimate
shoul d be used to drive the level of risk analysis and control
for a particular hazard when informati on or engi neering judgenent
reasonably shows a particular concern for a hazard 2,

2.8.2 R sk Control Activities.

R sk reduction and mtigation techni ques are enpl oyed to control
the severity of a hazard and/or the likelihood of it occurring.
The order of precedence for risk control activities is:

1) reduce the risk by inherent safe design or redesign,
2) reduce the risk by protective nmeasures, and
3) reduce the risk by sufficient warnings.

These activities are often used in conjunction w th each ot her
for high risk and/or conpl ex devi ces.

A determnation is nmade about the appropriateness of the residual
ri sk for each hazard/ cause conbination. Following this, a
determnation is made as to whether or not the risk control
neasures introduced any new hazards. |If so, the process is
repeated. Referring to Figure 2-3, steps 2 through 7 are
repeated for each potential hazard while steps 4 through 6 are
repeated for each potential cause. After all potential hazards
have been eval uated, a final determnation is nmade about the

devi ce safety. Several work products result fromthe ongoi ng risk
managenent process. A hazard analysis by itself is not
sufficient. Manufacturers should al so docunent:

- what hazard anal ysis techni ques were used,

- what the estinmated |ikelihood of each hazard occurring
is and how it was esti nated;

- what the estinmated severity of each hazard is and how
it was categori zed,;

- what risk reduction and mtigation techniques were
i npl enmented and how their effectiveness was assessed,;
and

- testing and eval uation denonstrating the inplenentation
of the safety features.

2 - Sommerville, lan; “Software Engineering”; Chapter 2
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Figure 2-3. R sk Managenent Process. (Adapted from|EC
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601-1-4 Figure CCC 2.)

A standard ri sk nmanagenent tenplate, such as that shown in Figure
2-4, can be used to docunent this information. Sections 2
through 12 are repeated for each hazard, while Sections 5 through
11 are repeated for each cause.

R SK ANALYSI S

1. Hazard anal ysi s techni que(s):

2. Hazard(s)identified:

3. Maxi num t ol erabl e ri sk

4. Severity category (negligible, marginal, critical,

catastrophic):

4.1 Can a failure be detected before a hazard occurs?
During what interval?

4.2 What techni ques have been enpl oyed to reduce the
severity of the hazard?

5. Cause(s) (software, hardware, etc.)

6. Li kel i hood usi ng best engi neering judgenent or
avail abl e data (incredible, inprobable, renote,
occasi onal, probable, frequent):

6.1 Does the hazard occur in the absence of a failure, in
failure node only, or in nultiple failure node only?

6. 2 What techni ques have been enpl oyed to reduce the
l'i kel'i hood of the hazard?

7. Esti mated resi dual risk?
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Figure 2-4. Standard R sk Managenent Tenplate: Part | - R sk
Analysis. (Adapted fromI|EC 601-1-4 52.201. 3.)

Keep in mnd that risk anal yses should be performed for the
device as an entity. Appropriate techniques nust be chosen so
that hazard anal yses for the software, electronics, bionaterials
and so forth, can be effectively integrated and anal yzed at the
devi ce level as well.

R SK CONTRCL
8. M ni nrum safety control requirenent
9. | npl ement ed safety control

10. Safety integrity (likelihood of a safety-rel ated
systemsatisfactorily performng the required safety
functions under all the stated conditions within a
stated period of timne)

11. Verification activities
12. Val idation activities
Figure 2-4. Standard R sk Managenent Tenplate: Part Il - R sk

Control. (Adapted fromIEC 601-1-4 52. 201. 3.)
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SECTI ON 3. Level of Concern

FDA/ CDRH uses the term "l evel of concern” to nean the severity of
risk that a device could permt or inflict (directly or
indirectly) on a patient or operator as a result of |atent
failures, design flaws, or using the nmedi cal device software.

The extent of the regulatory review process is proportional to
the level of concern. Therefore, it is inportant to clarify the
role of software in causing, controlling, and/or mtigating these
types of events. Manufacturers should state: 1) the |evel of
concern for the software and the device; and 2) how the | evel of
concern was determned. This section provides suggested

eval uation criteria that should be used to establish the | evel of
concern for conputer-control |l ed nmedical devices; it is normative.
Thi s approach should al so be used in determning the severity of
each hazard identified in the hazard anal ysis.

3.1 Backgr ound.

R sk(s) frompotential failures or possible design flaws is a
concern during the review of medi cal device premarket subm ssions
contai ning software. |nadequate or inappropriate software

devel opnent |ifecycle and ri sk nmanagenent activities,

i nappropriate use of a nedical device, and/or operational errors
could lead to unsafe or ineffective delivery of energy, drugs,
l'ife-supporting or life- sustaining functions, or to incorrect or
i nconpl ete informati on causing a m sdi agnosis or selection of the
wong treatnent or therapy.

The | evel of concern for nedical device software varies over a
conti nuum Accordingly, it is essential that the criteria on
which to determne the | evel of concern be straightforward. |[f
| evel of concern determ nations have al ready been nade for
specific devices and reviewcriteria are already established by
D vi si on managenent, D vision review procedures, and/or by the
O fice of Device Evaluation, they woul d take precedence.

Various national and international consensus standards and
references (Appendices D and E) classify the severity of risk on
an incremental scale. This is helpful for determning the
appropriate degree of rigour and the kinds of risk nanagenent
activities that should be performed. W encourage manufacturers
to use the risk identification and control techniques pronoted in
standards and ref erences.

3.2 Appr oach Reconmended by FDA

As mentioned in Section 2, the two conponents of risk estimation
are |ikelihood and severity. The correlation of |ikelihood and
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severity is used to determne the acceptability of risk during
both: 1) the initial risk analysis; and 2) the assessnent of
residual risk after risk control neasures have been i npl enent ed.
This correlation yields three risk regions: unacceptable, as |ow
as reasonabl e practicable (ALARP), and broadly acceptable. To
illustrate, a potential risk that occurs frequently but has
negligible severity is considered broadly acceptable; while, a

ri sk that occurs occasionally but has a catastrophic severity is
unacceptable. (See Figure 3-1.)

Furthernore, it is indicated in | EC 601-1-4 that device specific
standards in the | EC 601-2-x series should al so be consul ted when
determning the acceptability of residual risk. Accordingly,

FDA CDRH has devel oped the concept of |evel of concern. The
approach di scussed bel ow expl ains how to determne into which
region arisk falls, with a higher |evel of concern equating to
the ALARP region and a | ower |evel of concern equating to the
broadl y accept abl e regi on.

LIXELIHOOD
Precuent [ ""'--._H“
[ Al ""xk" Tntolezabls
Praobable [ \“’L\ Reglon
1 e
| i =
Occasional | BLAKP or Higher -
Tho N
i Level of Concern  “~o_ A
Remoke | e e =
1 ey
=il T~
Improbable | Brozdlwy S
| Aceenitable or e
Incredible | Lower Level K“\&
[ of Congerrn x““-\_
] MM‘ e
Megligilile Marginzl Lritical Catastrophic
SEVERITY
Figure 3-1. R sk Regions. (Adapted fromI|EC 601-1-4 Figure

BBB. 1.)

The approach to determning | evel of concern yields either a

hi gher or a |l ower |evel of concern. The purpose of the higher
and | ower categories is to streanmine the review process into two
categories that are easy to differentiate and understand by both
reviewers and industry. The | evel of concern determnation is
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being streamined for review purposes only. The nedical device
software function and associated risk will dictate the scope of
the revi ew

3.2.1 Definitions.

Definitions associated with the | ower and hi gher | evel of concern
relate to the consequences if the software were to fail:

Lower - The level of concernis lower if latent failures or
design flaws (direct or indirect) woul d not be expected to
result in death or serious injury. This corresponds to the
broadly acceptable region in I EC 601-1-4 Figure BBB. 1. (See
Section 3.2.)

H gher - The level of concern is higher if latent failures or
design flaws (direct or indirect) could result in death or
serious injury. This corresponds to the ALARP region in |EC
601-1-4 Figure BBB.1. (See Section 3.2.)

Serious injury, as defined in the final Mdical Device
Reporting (MDR) regulation in the Code of Federal Regul ations
21 CFR 803.3 (aa), neans an injury or illness that:

i is life threatening,

ii. results in permanent inpairnment of a body function or
per manent damage to a body structure, or

Pii. necessitates nedical or surgical intervention to
precl ude pernmanent inpairment of a body function or
per manent danmage to a body structure.

Per manent neans for the purposes of this subpart,
irreversible inpairnent or damage to a body structure
or function excluding trivial inpairment or danage.

3.2.2 Decision Process.

The | evel of concern for nedical device software may be
determned using the follow ng process nmade up of five key
questions which are asked in sequence. |If the answer to any one
(or nore) of themis yes, the software is of higher |evel
concern. Note: the software may have the same or |ower |evel of
concern than the device, but not higher. |If the answer to any
question is no, continue on to the next question. (Refer to
Figure 3-2).

1. Does the device software control a life supporting or
i fe sustaining device?
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2. Does the device software control the delivery of potentially
harnful energy which could result in death or serious injury,
such as radiation treatnent systens, defibrillators and so
forth?

3. Does the device software control treatnent delivery, such
that an error or nmalfunction with the delivery could result
in death or serious injury?

4. Does the device software provide diagnostic information on
which treatment or therapy is based, such that if msapplied
it could result in serious injury or death?

If yes, then the device may be of a "higher" |evel of
concern, especially in cases where diagnostic infornmation
woul d be m sl eading or inaccurate, or unsuitable |icensed

bi ol ogi ¢ products are rel eased. These situations may result
in serious injury to the patient through an inproper

di agnosi s of a serious nedical condition or inproper

t reat ment.

A device may provide data for which it is unlikely that the
clinician will exercise independent judgenent. In this case,
two scenarios nay arise:

H gher: a systemreleasing HV infected bl ood w thout user
know edge or treating a patient with potentially
harnful drugs/therapy for a particular illness or

condition based on incorrect results froma
nmedi cal device that are difficult or inpossible to
detect or override; and

Lower : a system providing i ncorrect diagnostic
information which is easily detected and
overridden based on patient denographics,
synptons, and ot her tests.

In the latter case, one in which clinical judgenment woul d be
exercised to override the informati on provided by a nedi cal
devi ce (even in cases of incorrect data), the device wuld be
consi dered one of |ower |evel of concern.

5. Does the device software provide vital signs nonitoring and
alarns for potentially life threatening situations in which
intervention is necessary?

I n concl usion, reviewers shoul d expect reasonably conpl ete

evi dence to support the | evel of concern determnation for
nmedi cal device software. (See Section 4.1.1.)
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SECTI ON 4. Docunentation in a Premarket Subm ssion

Premar ket subm ssions for conputer-control |l ed nmedi cal devices
shoul d contai n docunentati on consistent with the |evel of
concern, intended use of the device, and type of prenarket

subm ssion. This section provides a checklist of the itens for
review (4.1) and di scusses how this nay be affected by the | evel
of concern (4.2). This section also discusses the differences
bet ween the types of prenarket subm ssions (4.3) and the inpact
of software and systemchanges (4.4). This section is nornative.

R sks, conplexity, design issues, technol ogy, and nethodol ogy
vary w dely across the nedical device and nmanufacturer spectrum
Hence, the information presented is generic and nay be nore or

| ess rigorous than what is necessary for a specific device under
review Reviewers should: 1) use professional discretion in
review ng a conputer-controll ed nmedi cal devices; 2) follow any
gui dance provi ded by CDE managenent, D vision nmanagenent, and/or
devi ce-speci fic guidance; and 3) consult with other reviewers who
are know edgeabl e about software engi neering practices.

Manuf acturers are encouraged to contact the corresponding

FDA/ CDRH CDE division prior to making a subm ssion to obtain any
addi tional pertinent information. This will pronote nore
conplete initial submssions. Al so, consult Appendix C for
exanpl es of boilerplate questions and a review itens checklist.

4.1 Reviewltens.

This subsection identifies itens that shoul d be consi dered when
reviewi ng a conputer-controlled nmedi cal device. Qher issues

whi ch may be rel evant when review ng a conputer-control |l ed device
are discussed in Appendix B. The reviewitens |isted follow ng
each subsection of 4.1 represent the high-end of information.
Each list is preceded by the standard phrase: "sone itens to
consi der, when appropriate, are". This indicates that not al
itens may apply to all devices or that the list is exhaustive.

If the information discussed in this section is not submtted for
t he devi ce under review, then adequate justification should be
submtted in lieu of the data unless it is obvious that the
information is not pertinent.

The wording in this sectionis not intended to inply any specific
docunent structure but instead data needed to nmake a
determnation. The nmanufacturer is free to organize their
docunentation in any manner needed for their internal operation.
Data submttals could include el ectronic media where appropriate
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provi sions and negotiations with the FDA have been provi ded.

There are five maj or conponents of a premarket submssion for a
devi ce contai ning software. They include information about the

| evel of concern, descriptive data about the devel opnent and

i ntended operational environnent, |abeling, devel opnent |ifecycle
activities, and risk nmanagenent activities. This information is
sumarized in Figure 4-1.

4.1.1 Level of Concern.

The first conponent is the level of concern. As mentioned in
Section 3, FDA/CDRH uses this termto nmean the severity of risk
that a device could permt or inflict (directly or indirectly) on
a patient or operator as a result of latent failures, design
flaws, or using the device. Docunentation should be consi stent
with the I evel of concern for the device under review The
contribution of software to the hazard shall be clearly
docunented and expl ained. The analysis used to arrive at the

| evel of concern should be included. Manufacturers should state
the |l evel of concern for each identified hazard, which hardware
and software conponents contribute to the hazard and how t he

| evel of concern for each conponent was determ ned, using Figure
3-2 as a tenpl ate.

4.1.2 Descriptive Data.
The second conponent is descriptive data about the software

devel opnment envi ronnment and i ntended operational environment.
This should include a list of the:

a. har dware pl atform

b. operating system

C. conpi | er;

d. any simulators, emulators, off-the-shelf-software (OIS
and aut omat ed software engi neering (ASE) tools used;
and

e. concurrent applications, anticipated systemload, and

indication of single or multi-user node.
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FDA SCFTWARE GU DANCE | EC 601- 1- 4 REFERENCE
4.1.1 Level of Concern 52.204. 3.2
each hazard
devi ce
how it was determ ned 52.204. 3. 2. 3,
52.204.3.2.4
4.1.2 Descriptive Data
devel opnent envi r onnent 52. 207
i nt ended oper ati onal 52. 208
envi r onnment
4.1.3 Label i ng
i nt ended use
instructions for use 6. 8. 201
known non- hazar dous anonal i es 6. 8. 201
4.1.4 Devel opnent Lifecycle Activities 52. 203
requi renents specifications 52. 206
architecture anal ysis 52. 207
desi gn specification 52. 208
test specification 52. 208
verification plan 52. 209
val i dati on pl an 52. 210
anal ysis of validation 52.210.6
results 52. 201. 2,
configurati on managenent and 52.211
change control 52.212
conpl i ance assessnent report
4.1.5 R sk Managenent
ri sk managenent plan 52. 202
ri sk anal ysis 52.204. 3
hazard identification 52.204.3.1.8
met hod( s) 52.204.3.2
risk likelihood estinmation
and estimation met hod(s) 52.204.3.2.3
severity estinmation and
cat egori zati on met hod(s) 52.204.4
ri sk control neasures 52.204.6
eval uation of effectiveness
of risk control neasures
Figure 4-1. Summary of potential docunentation itens for a new

prenmar ket software subm ssion
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4.1.3 Labeling.

The third conponent is |abeling, which includes a discussion of
the intended use and instructions for use. The |abeling should
be appropriate for the device to ensure that the device can be
used safely and for the purposes for which it is intended.
Label i ng of a medical device should be consistent with the

requi renents di scussed in the FDA/ CDRH CDE Bl ue Book Meno "Device
Label i ng Qui dance #®1-1", dated March 8, 1991, or newer version.
Sone itens to consider, when appropriate, are:

a. Consi stency between intended use and software/system
requi renents;

b. Hazar dous operating procedures identified in
precautions and proscribed in warnings;

C. Li sting of conpatible equi pment or additional equiprent
required;

d. Qperating and training (e.g. application) nanual s;

e. I nstruction and qualification checklist for
install ation;

f. Troubl e shooti ng gui de, device configurations, and
error nessage i nformation

g. Li sti ng of known non-hazardous anonalies; and

h. Qurrent, conplete, and understandabl e instructions for
use.

4.1.4 Software Devel opnent Lifecycle Activities.

The fourth conponent represents the docunentati on or work
products fromeach of the devel opnent |ifecycle phases and
refl ects ongoi ng configurati on nanagenent and change control
procedures. Figure 4-2 represents a general |ayout of the
sof tware devel opnment process. Keep in mnd that it is the
informational content of the work products that is inportant;
i.e. work products do not necessarily represent separate
docunent s.
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I NPUTS ACTIVI TY VER! FI CATI ON WORK PRCDUCTS
PHASE
Requi renent s - system - define software - review of sof tware
Anal ysi s and requirenents quality requirenents requirenents
Speci fication - project, risk characteristics - assess adequacy speci fication
managerent , - generate and safety
and sof tware appropri at eness traceability
devel oprrent requirenents of safety matrix
pl ans - identify safety - review requirenents

- software QA requirenents functional test traceability
and - begin cases and pl ans matrix
requirenents devel opi ng test - assess quality prelimnary
st andar ds pl ans and cases attributes hazard

anal ysi s
functi onal
test cases
and pl ans
prelimnary
user’s manual

Architectural - system - allocation of - evaluate and sof tware

Anal ysi s and requirenents requirenents revi ew architecture

Desi gn - software - devel op sub- architecture and and desi gn

requirenents system desi gn docunent s

- prelimnary conponent , - assess adequacy verification
hazard interface, data and activities
anal ysi s structure appropri at eness reports,

- project, desi gns of safety desi gn revi ew
risk, and - modul ar - review test docurrent at i on
devel oprrent deconposi tion cases and pl ans updat ed
pl ans - design test - assess quality traceability

- software QA pl ans/ cases attributes matrices and
and hazar ds
architectural anal ysi s
/ design test cases
st andar ds and pl ans

Devel opnent - software - devel op source, - code sour ce code
requi renent s/ obj ect, and wal kt hr oughs and and al |
desi gn execut abl e code i nspecti ons supporting

- project, risk wi th supporting - static and docunent ati on
managemnent docunent ati on dynam c anal yses verification
and - debug - unit/modul e/ activities
devel oprrent - design test subsyst em reports
pl ans pl ans/ cases testing updat ed

- software QA - safety/failure traceability
and codi ng anal yses matrices and
st andar ds - reviewtest, hazard

data, cases, and anal ysi s
pl ans testing
- assess quality docunent ati on
attributes
Test - test cases - uni t/ modul e/ sub - review and verification
and pl ans system anal ysi s of activities

- source/ execut - integration testing report
abl e code - perfornance, - reviewtesting resting

- software QA stress, and traceability docunent ati on
risk functional, to requirenents, verification
managemnent structure, functional, and
plan and test fault, safety, per f or mance, and val i dation
conpl etion system and safety report
criteria beta tests - assess quality safety
st andar ds attributes assessnent

report
Figure 4-2. Relationship between generic devel opnent |ifecycle

phases and wor k products.
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4.1.4.1 Li fecycl e Model .

Docunent at i on shoul d be consistent with the software devel opnent
l'ifecycle nodel, software engineering methods and practi ces.
Sone itens to consider, when appropriate, are:

a. D scussion of software devel opnent |ifecycle nodel,
met hodol ogi es and pol i ci es;

b. D scussion of the graphical, synbolic, and notational
nodel s that are conventional for the analysis and
desi gn net hod used,;

C. D scussion of error |ogging and tracking;

d. Resul ts of design reviews, code wal kt hroughs, software
audits, and independent verification and validation;
and

e. D scussi on of configuration managenent and change

control procedures.
4.1.4.2 Speci fications.

Specifications resulting fromrequirements analysis, architecture
anal yses, and desi gn tradeoff anal yses or anal ysis or

al ternatives shoul d be devel oped and nai ntai ned for the device
and each of its subsystens and subconponents. Tables, charts,

di agrans, and/or cal cul ati ons should be used to present the
information contained in specifications wherever possible;
certain informati on can be conveyed nore concisely this way.
Docunent at i on shoul d provide a clear and consi stent description
of systemand software requirenents. Sone itens to consider,
when appropriate, are:

a. Har dwar e requi renents;

b. Per formance, functional, and safety requirenents;

C. Al gorithns for therapy, diagnosis, nonitoring, and
interpretation (with citations);

d. Device limtations due to software;

e. Internal software tests and checks;

f. Error and interrupt handli ng;

g. Timng requirenments; and

h. Comuni cati on protocol s.
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4.1.4.3 Verification and Validation Activities.

Verification and validation activities should provide
traceability to software and devi ce requirenents. The test
report should explain what |evel of test coverage was necessary
for the device and how it was achieved. The results of
verification and validation activities should be anal yzed and
interpreted. Sone itens to consider, when appropriate, are:

a. System |l evel test protocol with pass/fail criteria;

b. Verification and Validation report discussing how the
phases and net hods used denonstrate that requirenments
were net;

C. Results and anal ysis of the follow ng (when

appropriate):

- Fault, alarm and hazard testing;

- Error, range, and boundary val ue testing;
- Timng anal ysi s;

- Speci al al gorit hns;

- Pat h anal ysis and branch testing;

- Stress testing;

- Testing of all device options, accessories, and
configuration(s);

- Comuni cati ons testing;

- Menory utilization testing;

- Verification of OIS software;

- Accept ance and beta site testing;
- Estimati on of residual defects;

- Regressi on testing; and

- Test conpletion criteria, including test case
approach and desi gn.

4.1. 4.4 Conpl i ance Assessnent Report.

In a conpliance assessnent report, nmanufacturers shoul d report
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any national and/or international consensus standards that were
used during the software devel opnent |ifecycle and how conpli ance
to these standards was denonstrat ed.

4.1.5 R sk Managenent Activities.

The fifth conponent represents the docunentation or work products
resulting fromrisk managenent activities. A hazard anal ysis by
itself is not sufficient. Manufacturers should al so docunent:

t he hazard anal ysis techni ques used; the estimated |ikelihood of
each hazard occurring and how it was estimated; the estinmated
severity of each hazard and how it was categorized; and risk
reduction and mtigation techniques inplenmented and how their

ef fecti veness was assessed. (IEC 601-1-4 Figure BBB.1 defines
the categories of |ikelihood as being: frequent, probable,
occasional, renote, inprobable, and incredible.) A standard risk
managenent tenpl ate, such as that presented in Figure 2-4 can be
used to docunent this information. Hazard anal yses shoul d be
performed for the device as an entity. Appropriate techni ques
nmust be chosen so that hazard anal yses for the software,

el ectronics, biomaterials and so forth can be effectively
integrated and anal yzed at the device |level as well.

4.2 Level of Documentation.

The extent and nature of a review and its supporting
docunmentation is proportional to the |l evel of concern for the
software. Two levels were identified in Section 3: |ower and
hi gher. As stated previously the |level of concernis a

conti nuum not discrete levels. Software of |ower |evel of
concern will not involve the same | evel of review as higher |evel
of concern software. The docunentation submtted for |ower |evel
of concern software nay be nore summary in nature, while higher

| evel of concern software should contain nore descriptive data
and anal ysis regarding the devel opnent |ifecycle activities. The
foll owi ng scenarios explain howto use the reviewcriteria
established in 4.1 for device software of varying | evels of
concern.

4.2.1 Lower Level of Concern Software.

A submssion for |ower |evel of concern software shoul d incl ude
the information identified in 4.1.1 Level of Concern, 4.1.2
Descriptive Data, 4.1.3 Labeling, and 4.1.5 R sk Managenent
Activities. Safety-critical and perfornmance-critical functions
shoul d be highlighted and di scussed in the requirenents
traceability matrix and in the test analysis report. (See Figure
4-1.)

| nformati on provided for devel opnent |ifecycle activities (4.1.4)
may be nore summary in nature and denonstrate: 1) that an
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appropriate software |ifecycle nodel was followed; and 2) that an
appropriate devel opnent environnent utilized, for the device
under review (See Figure 4-1.)

Sone software devel opnent information listed in 4.1 may not be
appropriate for a |l ower |evel concern device; if so, this should
be adequately expl ained and justified by the manufacturer.

4.2.2 Hgher Level of Concern Software.

A subm ssion for higher |evel of concern software shoul d incl ude
the infornmation identified in 4.1.1 Level of Concern, 4.1.2
Descriptive Data, 4.1.3 Labeling, and 4.1.5 R sk Managenent
Activities. Safety-critical and perfornmance-critical functions
shoul d be highlighted and di scussed in detail. (See Figure 4-1.)

In contrast to | ower |evel of concern software, infornation

provi ded for devel opnent |ifecycle activities (4.1.4) for higher
| evel of concern software woul d be nore descriptive and detail ed
and include nore analysis and interpretation of results. In sone
cases, a nore detailed requirenments specification for high risk
software with major areas of concern and nore detail ed
verification and validation informati on woul d be reviewed to
provi de a proper assessnent of software performance, safety, and
reliability. This informati on should denonstrate that an
appropriate software lifecycle nodel was fol |l oned and devel opnent
environment utilized. (See Figure 4-1.)

Ref er al so to gui dance devel oped for specific devices and
establ i shed revi ew procedures in the correspondi ng FDA CORH CDE
D vision. Manufacturers are encouraged to contact the
correspondi ng FDA/ CDRH COE Division prior to submtting data to
obtai n information about device specific guidance and establi shed
revi ew procedures.

4.3 Types of Subm ssions.

It is not within the scope of this docunent to discuss

di fferences between a premarket notification or 510(k), an

i nvestigational device exenption (IDE), and a prenarket approval
application (PMY). However, there are differences that shoul d be
noted and taken into consideration when review ng software
docunentation for a device.

4.3.1 Prenarket Notification - 510(k).

Because a 510(k) is intended to denonstrate substanti al
equi val ence, performance and safety shoul d be assessed and
conpared to the device for which substantial equivalence is

cl ai ned. Wien a new i ntended use or new technol ogy is invol ved,
t hen docunentati on should be reviewed in order to determne if:
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1) new software questions are raised regardi ng safety or
effectiveness; or 2) the data and i nformati on provi ded
denonstrate that there are no new software issues of safety and
effectiveness. See Appendi x B regarding the need for clinical
data for a new indication, technology that differs fromthe
predi cate device or new algorithmfor therapy, diagnosis, or
noni t ori ng.

4.3.2 Investigational Device Exenption - |DE

An IDE is submtted for significant risk devices. This suggests
that the software review for a device in an | DE shoul d be
consistent with a device of higher |evel of concern. Because
sonme IDEs involve feasibility studies and not a definitive
clinical trial, it may not be possible for the manufacturer to
submt conpl ete docunentation for a final product as listed in
4.1. However, the information submtted shoul d be consistent with
the device configuration used in the feasibility study and shoul d
provi de sufficient assurance that the software will perform
safely and reliably. Manufacturers planning such studies shoul d
contact their correspondi ng FDA CORH CDE revi ewer and/or D vision
managenent prior to submtting an IDE for a feasibility study to
di scuss/review criteria for an acceptabl e | evel of docunentation
and testing.

Sof tware docunentation for an I DE which is beyond the feasibility
study phase should remain consistent with the checklist provided
in 4.1 It should reflect the configuration of the device to be
used in the definitive clinical trial. Because an IDEis for a
device in its devel opnental stages, configuration nanagenent,
error |ogging, change control, and software nai ntenance are
vital. Information associated with these activities should be
reviewed carefully.

4.3.3 Prenarket Approval Application - PVA

In a PMA a manufacturer is denonstrating the safety and
effectiveness of a device. Mst PVA devices are class |11
because they were either not available prior to the device
amendnents or the risks associated with themare consistent with
the controls required for a class Il device. Because of the
potential higher risk of a class IlIl device, the majority of
devices reviewed in a PVA submssion will be of a higher |evel of
concern. Many of these devices will also have been submtted
under an | DE when undergoing a clinical study. Software
docunentation submtted in a PVA should include all of the
information discussed in 4.1.

4.4 Software Changes and Mdifications.

Changes to a device could include new functionality, corrections,
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and/or mgration to new technol ogy. Docunentation for changes to
a device builds upon that originally submtted. (See Figure 4-
3.) The docunentation in a prenmarket subm ssion should refl ect
the current version of the software and revision history since
many m nor changes and corrections that do not affect safety and
ef fecti veness occur during a product's lifecycle. The
information submtted builds upon that which was submtted in
the original docunent. It should include a description of the
changes, what was changed, why it was changed and how t he changes
affect safety and reliability. The design, functionality,

i ntended use, operation, perfornmance, and safety and reliability
features of the new and predi cate devi ce shoul d be conpar ed.
Traceabi lity between the devel opnent |ifecycle and risk
managenent activities for the new and predi cate devi ce shoul d be
denonstrated. A revision history |og should be nai ntai ned which
docurment s chronol ogi cal | y changes nade to the device and its
associ ated |ifecycl e docunentati on.

FDA SOFTWARE QU DANCE | EC 601- 1-4 REFERENCE
4.4  Description of Changes

what changed 52.211

why it was changed 52.201.2

i npact on safety and reliability 52.201. 3

4.4  Conparison of New and Predicate
Devi ce:
desi gn
functionality
i nt ended use
operation
per f or mance
safety and reliability

4.4  Traceability to Previous 52.201. 2
devel opnent lifecycle & 52. 210
ri sk managenent activities 52.211
52.212

4.4 Software Revision Hstory affected 52.201.2
devel opnent |ifecycle/risk
managenent :

speci fications
pl ans
pr ocedur es

Fi gure 4-3. Summary of potential docunentation itens for
changes in a prenarket software subm ssion.

Deci di ng when to submt a new premarket subm ssion because of
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changes nmade to the software or systemof a nedical device is
anot her question. For further information on this subject
consult the |atest version of FDA CDRH publication "Wen to
Submt a 510(k) for a Change to an Existing Device." (See
Appendi x E. 6.)

4.5 Sunmmary.

This section provided a checklist of information to reviewin
premar ket subm ssions. Depending on the |evel of concern, the
information may be nmore summary in nature for a |l ower |evel of
concern device or nore descriptive and detailed in nature for a
hi gher | evel of concern device. This is also true when

nmodi fi cations, enhancenents, and upgrades are nade to software.
Regardl ess of the type of subm ssion being reviewed, the
information submtted shoul d denonstrate:

- How t hor oughl y the manufacturer anal yzed the
safety of hazardous functions and i npl ement ed
safety requirenents in the systemand software;

- How wel | the manufacturer established the
appropriateness of functions, algorithns, and
know edge on which the systemis based;

- How wel | the manufacturer assessed the device
reliability;

1996

- Whet her appropriate technology is used to mtigate

and/ or control hazards, pronoting an inherently
saf e system and

- Wet her the nanufacturer has provi ded adequat e
sof tware docunentation to nake a fina

recomrendati on about the devel opnent, perfornance,

reliability, and safety of a device.
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APPENDI X A. Sof t war e Devel opnent Lifecycle Activities.

Thi s appendi x, which is informative, provides nore detailed
i nformation about the software devel opnent |ifecycle. The
references in Appendi x D and the standards in Appendi x E have
been provided for consultation when:

- developing a franework for software devel opnent;

- providing software verification and validati on oversi ght
or independent eval uations 3;

- developing and inpl enmenting risk managenent activities;

- conducting software tests;

- performng software docunentation reviews; or

- devel opi ng, anal yzi ng, and eval uati ng software products.
It is customary to wite a software devel opnent plan when
starting a software devel opnent project. A sof twar e devel opnent
pl an shoul d identify key activities and objectives for the
project. This may incl ude:

- input and output criteria for each devel opnent phase;

- verification and validation activities;

- risk assessnent and mtigation;

- types of testing and test conpletion criteri a;

- quality assurance,

- error |ogging;

® - FDA' s published “Qiideline on the General Principles of
Process Validation” defines validation as “Establishing
docunent ed evi dence whi ch provides a high degree of assurance
that a specific process will consistently produce a product
meeting its predetermned specifications and quality attributes.”
This definition enconpasses both “verification” and “validation”
activities as used in this guidance docunent. This gui dance
docunent uses the terns “verification” and “validation”
activities as defined in | SO 8402 and used in | EC 601-1-4, which
is a conmmon practice for the conputer industry.
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tracki ng and correction;
- configuration managenent;
- nai ntenance; and

- nmanagenent and personnel requirenents and
responsi bilities.

The plan nay also outline the life-cycle nodel, schedul e,
staffing requirenments, project standards, tool usage, testing
requi renents, and supporting docunentation requirenents. It is
useful at this time to devel op a systemdefinition of sonme sort
that clearly describes the problens, goals, constraints,
functions, solutions, and acceptance of what is to be devel oped
prior to putting together an overall software devel opnent project
plan. O course, the process definition is dependent on the
types of software and risk managenent activities that are

associ ated with a particular product |ine.

A 1 Lifecycle Mdels and Devel opnent Met hodol ogi es.

It is difficult to assign a right and wong net hodol ogy to the
set of activities which produce software. Hence, the purpose of
this docunent is not to specify an exact software |ifecycle
nodel , but to communicate the types of characteristics it should
enconpass.

There are a variety of process nodels, such as: waterfall,
spiral, evolutionary, increnental, top-down functiona
deconposition (or stepw se refinenment), and fornal

transformation. Software products can be produced by any of

t hese nodel s. However, when risk is involved, as in nmany nedi ca
devi ces, the spiral or increnental nodel nay be nore appropriate
since it includes integrated risk nanagenent activities and
phased feedback processes |like the waterfall nodel. This is not
to say that the spiral or waterfall nodels nust be foll owed.

Because of the risks involved with many nedi cal devices, rapid
prototyping used to create a qui ck executabl e version or

evol utionary devel opnent based on | aws and princi ples and not on
devel opnent phases with feedback, may not be appropriate. For
this reason, a phased devel opnent |ifecycle wth feedback
including integrated risk managenent, is nore effective.

However, an evol utionary devel opnent nay be acceptable in a cycle
of the spiral nodel in which high system user interface, or
performance risks are encountered. The response to such a case
may be to suspend, tenporarily, the specification of the overal
product for the cycle and to plan for and to devel op the next

| evel of prototyping ainmed at resolving the high risk issues.
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CGenerical ly speaking, a lifecycle nodel should include a

requi renents anal ysis and specification phase, a design phase, a
devel opnent or inplenmentati on phase, verification and validation
phases, and a mai ntenance phase. The bottomline here is that a
sof tware devel opnment |ifecycle be understandabl e, thoroughly
docunented, results oriented, auditable, traceable and pronote
appropriate feedback

The sel ection of a software devel opnent |ifecycle nodel and
sof t war e devel opnent rmet hodol ogy depends on a variety of factors.
Li kewi se, new nodel s and net hodol ogi es are continual |y evol vi ng
wi th technol ogy. Because of this, it is not practical or |ogical
in the regulatory environment to nmandate a particul ar nodel or
met hodol ogy; as long as it enconpasses general software process
characteristics as previously discussed. Hence, nanufacturers
are responsi ble for naking this selection and justifying it.
Manuf act urers shoul d choose a devel opnent |ifecycle and

met hodol ogy that are appropriate for their product/product |ine,
corporate culture, devel opnent environnent, and know edge base.
(Figure A-1 illustrates a generic devel oprment |ifecycle nodel.)

A 2 Requirenents Anal ysis and Specification.

The first generic phase in any devel opment |ifecycle nodel is to
identify and anal yze custoner or end-user functional and
performance requirenents, as nmentioned in Section 2.2. During
this phase, the functions to be perfornmed, controlled, or
nmonitored by the software are docunented in a software

requi renents specifications docunent that is conplete,
consistent, and traceable. This information is derived fromthe
overal | systemrequiremnments specification and other project and
managenent plans. Each software requirenment shoul d be
verifiable, i.e. traceabl e throughout devel opnent, testable,
conpl ete, understood, and consistent. The software requirenents
specifications generated during this phase should serve as the
basis for the software design, and functional test plans and test
cases.

Software safety requirenments are derived fromthe prelimnary
hazard anal ysi s and ongoi ng ri sk managenent activities, as
requi renents are updated throughout the |ifecycle process.
During this phase software quality characteristics (acceptance
criteria), such as human factors, functional characteristics,
response tinmes, output, safety requirenents, etc, are defined.
This is also an appropriate time to start witing a prelimnary
operator's nmanual .
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Figure A-1. Ceneric Software Devel opnent Lifecycl e Mdel

(Adapted fromIEC 601-1-4 Figure DDD. 1.)

A 3 Architectural Analysis and Specification.

The second generic phase in any devel opnent |ifecycle nodel is
architectural analysis. During this phase functional and safety
requirenents are allocated to hardware, software, and

comuni cati ons conponents. Tradeoff studies are perforned to
determne the nost efficient and cost effective allocation of
requirenents. Interfaces between these conponents are defi ned.
The anal ysis performed in this phase is done in an iterative
manner as the architecture is continually refined at [ower |evels
of detail. The key decisions nade during this phase include the
sel ection of hardware platforns, operating systens, and
conpi |l ers.

A 4 Design and Devel opnent.

The third generic phase in any devel opnent |ifecycle nodel is
design. During the design phase, anal yses are conducted to
identify the nost efficient way to logically inplenment the

requi renents assigned to the software. 1In the case of a

dat abase, both a | ogical and a physical design will be devel oped.
The goal of design analysis is to optimze the structure, size,
and overal | performance of the software.
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During devel opnent, the software requirenents expressed in the
software requirenments specification, architectura

consi derations, and design are translated into source code.
During this phase, appropriate codi ng standards shoul d be
utilized. GCode should be well comrented wi th appropriate
headers, inline comments, and supporting docunentation. Code

wal kt hroughs and i nspections shoul d be perforned. The source
code is conpiled to renove syntax errors. Unit testing is
conducted to exercise and test the programlogic, the control
structures, the boundary conditions, conputations, conparisons,
and control flow Detailed design diagrans are prepared during
this phase. Appropriate corrections are nade to the source code
and supporting docunentation following unit testing. Integration
test plans can be generated after design, but before devel opnent.
It is also valuable to have an i ndependent person or organization
generate the test plans.

A5 Verification Activities.

The fourth generic phase in any devel opnent |ifecycle nodel is
verification. It is common to hear "verification and validation"
spoken together, as if it were one activity. But they are in
fact very different. Verification activities, as stated earlier
in section 2.5, should evaluate the realization of the safety

obj ectives and verify the correct inplenentation of functional
and safety requirenents specification. Validation activities are
di scussed in Section A.6. Verification activities shoul d
determne that the outputs of software devel opment are traceabl e
to and satisfy the requirenents established at the begi nning of
each phase. Although sonme consider this a "testing" activity,
verification also includes analysis, review, inspection, and
audit activities.

A prelimnary verification plan, which outlines the purposes and
activities of verification, can be initiated prior to

i npl enenting the software |ifecycle process. Mre details wll
be included in the plan once the requirenents and desi gn phases
begi n.

Activities and docunentation of verification may vary dependi ng
on the specific software devel opnent phase. There are tinmes when
a review and anal ysis is conducted and docunented, and ot her
times when test plans are witten and inplenmented, and results
recorded and anal yzed. O course this is dependent on the

speci fic phase and project in question.

A5 1 Verification of Requirenents Anal ysis and Specification.

Verification should be viewed as an assurance activity for each
phase of software devel opment, not just as testing. Sof t war e
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requi renents specifications are reviewed for conpl et eness,

consi stency, effectiveness, testability, traceability, and
safety. This verifies that the requirenents anal ysis and

speci ficati on phase produces appropriate docunentati on and
attributes. Functional test plans and test cases are devel oped
and are traceable to requirenents specifications. The
traceability matrix is initiated. Hazards identified in the
prelimnary hazard and safety anal yses are addressed with
appropriate software and systemsafety requirenents

speci fications.

A 5.2 Verification of Architectural Analysis and Specification.

During the architectural analysis and specification phase, the
architecture of the systemand design specifications are

devel oped. The software requirenents are, if appropriate, broken
down into nodul es (nodul arization criteria). Safety
requirenents are incorporated into an appropriate design
architecture. @Qaphical, synbolic, and notational nodels that
are conventional for the analysis and desi gn nmethod used.
Verification of these activities would include eval uating:

- the design specification for consistency, conpleteness,
safety and testability;

- traceability to software, system and safety
requi renents;

- design interface anal yses; and
- design revi ew docunent ati on
A 5.3 Verification of Design and Devel opnent.

The ultimate goal of the design and devel opnent phase is to
devel op wel | comrent ed, docunented, nodul ar, and structured
source code using a programmng | anguage that is suitable for the
particular application. Wilizing appropriate codi ng techniques,
efficient nenory utilization, efficient timng, single entries
and exits, and data encapsul ation are al so goals of the design
and devel opnent phase. Verification of this phase includes code
wal kt hroughs and i nspecti ons, eval uati on of conpl et eness,
testability, and coding practices, debugging, traceability

anal ysis, and static analysis tools used to assess structural
characteristics. Code i nspections consist of going through the
source code line by line and exam ning each statenent to verify
conpl eteness and accuracy. Wl kt hroughs consi st of using data
inputs and their associ ated known outputs to "wal k through” the
source code to verify that the known results are obtai ned. Code
i nspections and wal kt hroughs are typically performed in teans
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whi ch track and docunent all errors found in the code and
supporting docunentation prior to inplenenting any corrective
action. The verification activities associated with this phase
shoul d be docunented in order to assess code reviews activities,
i nspecti ons and anal yses.

A 5.4 Verification Testing.

Mich of the testing aspect of software is developed in the
initial requirenents phase where prelimnary plans for software
testing are initially identified. Throughout the devel opnent
process, the test plans are nodified to account for the software
and systemrequirenents, design constraints and consi derati ons,
and i nplementation strategi es, and their associ ated process
outputs. Verification testing can be viewed as software testing
as it relates to the unit, nodul e, sub-system and integration
aspects of software. These test plans are a part of the
docunentation of the verification aspect of testing, and shoul d
be described as part of the software verification plan.

Testing which is designed and witten to assess the software
performance at various stages of devel opnent shoul d be revi ewed
for accuracy, conpleteness, and traceability prior to

inpl enenting the test plans. nce inplenmented and conpl ete, the
results (data, not just a pass/fail notation) as well as a report
and appropri ate anal yses shoul d al so be wel|l docunented to assess
the test conpletion criteria prior to final systemand acceptance
testing. This includes all aspects of testing and anal ysis,

whi ch may include white-box (logic driven) and bl ack-box (data
driven) testing, as well as static (no execution) and dynam c
(execution) analyses. Verification test plans should include
test conpletion criteria and al so incl ude:

- test cases that take into account functional testing
(expected normal inputs and outputs);

- boundary val ue testing (across boundaries such as, data
set sizes, ranges, etc.);

- stress testing (intentionally try to break or fool
system;

- performance testing (timng and throughput); and

- structure testing (traverse data and | ogi c paths).
Al tests should cover special cases in order to track and
docunent software performance in case of invalid or out of range

inputs, including various sizes of data sets, and how the system
perforns error handling and safety functions. This should be
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traceabl e, throughout testing, to the software devel opnent
process and docunentation. The test plans shoul d include the
testing and expected results, methods and anal yses to be used, as
well as tools to use for performng tests and neasurenents.

It should be noted here that at any point during software

devel opnent assurance activities may uncover defects,

i nconsi stenci es, anonalies, and errors that shoul d be docunented
and traced back to the appropriate source, whether the test plan,
code, design or requirenents and rel ated docunentation, follow ng
appropriate change control and configurati on managenent
procedures. This docunentation should be naintai ned and tracked
as part of the docunentation of the software lifecycle. Wen
changes are incorporated, appropriate regression analysis and
testing shoul d occur through the software |ifecycle process.

This informati on shoul d be anal yzed and applied as "l essons

| earned" to future software projects.

A6 Validation Activities.

The final generic phase in any devel opment |ifecycle nodel is
systemvalidation. Validation is designed to assure that the
right product was built; that is to say that it nmeets stated
requirenents. O course, validation also involves other phases
of testing as previously nmentioned. A test failure during this

| evel of testing is only a synptom of an underlying probl emwhich
woul d need to be traced through the software devel opnent process.
Val i dation usual ly consists of functional, systemtesting, and
acceptance testing. Functional testing is associated with
finding di screpancies between the software and its external
specification, typically fromthe end-user's perspective. System
validation can include tests for a high volune of data, heavy

| oads or stresses, hunan factors, security, performance,
configuration conpatibility (hardware and software), fault
testing (recovery, detection, avoi dance, and tol erance), user
docunentation, inplenentati on of safety requirenents,
installation and serviceability. Acceptance testing is usually
associ ated wi th custoner acceptance testing and beta site
testing, but may overlap with functional and systemtesting
requirenents.

Typically beta site testing is performed by the user (or users)
or organi zation in its intended environment to see if the system
neets the user's requirenents and to find potential weaknesses.
It is testing of the software in a clinical site for trade
acceptance or as a fornal part of validation. Beta site testing
may invol ve treatnment of human subjects or it may involve a
testing procedure done in parallel with and conpared to a
currently used conpetitive product that is in routine clinica
use. Beta site testing involving the treatnent of a human
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subj ect requires I RB concurrence and the submssion of an IDE to
FDA if the study is judged to be of significant risk.

A final verification and validation report should be generated
whi ch docunents all verification and validation activities,
results, and anal yses. As previously di scussed, when changes
are nade during software devel opment, appropriate regression
anal ysis and testing shoul d occur throughout the software
l'ifecycl e phases to access the inpact of the change.

Conpl exity also plays an inportant role as well since nore

medi cal devi ces are becomng software controlled; for exanple, a
radi ati on therapy treatnent planning system So, it is
reasonabl e to expect a conplex systemto undergo a nore in depth
software review. Conplexity could nean a conbi nation of one or
nmore of the following: nultiple sub-systens, very |arge
prograns, multiple processors, conplex architecture and design,
new t echnol ogy, etc. The major aspect of a review for such a
devi ce woul d consi st of evaluating software |ifecycle
docunent ati on

A 7 Configuration Managenent and Change Control .

Confi guration managenent and change control is an ongoi ng

activity throughout the devel opnment |ifecycle and the operation
and nai nt enance phase. Configuration managenent activities

i nclude tracking and controlling all work products associ at ed

with the software. This includes: requirenments specifications,
desi gn docunentati on, source code, object code, test plans and

pr ocedur es.

A configuration nmanagenent plan typically consists of defining
what is to be managed, howit is to be nanaged, and who is

responsi ble, i.e.:

- policies for establishing the baseline;

- policies for suggesting, approving, inplenenting, and
recordi ng proposed changes;

- policies for maintaining and identifying versions;

- records describing the configuration nmanagenent process
and i ndividual responsibilities;

a description of the automated tools used (if any); and
- adefinition of the overall tracking system

During the devel opnent |ifecycle various project mlestones
result in formal acceptance of work products, such as the project
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pl an, test plan, user's nmanual, architectural analysis and
design, verification and validation test plan, and source code.
At this time these work products are placed under configuration
control. Subsequent nodifications occur through the
configurati on managenent process. Itens should be clearly narked
toidentify the current or correct version of the software and
its associ ated docunmentation. O course, this nmeans that

sof tware process outputs, such as requirenents and

speci fications, design, source code and various |evels of testing
are all marked and traceabl e by version identification.

Change is inevitable. The process of correcting bugs, naking

i nprovenents and enhancenents, and upgradi ng requirenents and
specifications is ongoing. There should be a docunented process
for: (1) establishing the baseline, (2) identifying the change
t hrough a change request procedure, (3) undergoing appropriate
review and analysis, and (4) identifying appropriate nmeans to
updati ng appropriate docunmentation and testing activities when
necessary. Each change shoul d be subject to regression anal ysis
in order to assess the inpact of the change on the software and
systemrequirenents and desi gn, source code, and testing
activities. This allows for tracking and controlling the
revision history of a particular software product. It also
ensures that the software devel opnent process and evolution is
audi tabl e for assessing software traceability, reliability, and
safety.

A 8 Independent Verification and Validation.

Verification and validation is a systenmatic process of |ifecycle
activities: analysis, evaluation, assurance, and testing of the
software and its supporting docunentation. To assure that a
systemis appropriate, reliable, and safe, these activities
shoul d i nvol ve "outsiders" who have not devel oped the

requi renents, design, code or test plans. In an ideal world,

i ndependent verification and validation would invol ve outside
third party review, evaluation, and testing; but this may not
always be feasible. It nmay be appropriate to incorporate third
party review within a conpany or organizational unit that is

i ndependent of the personnel who devel oped the software product
and docunentation. However, the level of criticality should al so
hel p determne this as well. For a higher risk device,

i ndependent third party review may be desirable. For a small
conpany, third party review nmay be an even nore inportant

consi derati on since so few personnel have been involved in the
sof tware devel opnent. | ndependent anal ysis nmay be necessary to
uncover design flaws and bugs not apparent to those intimately
involved in the project. Verification and validation plans
shoul d incorporate third party review, analysis, testing, and
auditing to ensure that the lifecycle activities and process
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outputs are adequate and appropriate, and that the software is
safe and reliabl e.

The follow ng sections from| EC 601-1-4 provide further
clarification on the degree of acceptabl e i ndependence:

52.210.3 "The | eader of the teamcarrying out the
VALI DATI ON shal | be independent of the design team™

52.210.4 "A|l professional relationships of the nenbers of

the VALI DATION teamw th nenbers of the design team shall
be docunented in the R SK MANAGEMENT FI LE; " and

1996

52.210.5 "No nenber of a design teamshall validate his own

design. "

Figure A-2 summari zes the rel ati onship between the generic

devel opnent |ifecycle phases and their associated work products.

Not all phases and work products apply to all devices, nor shoul d

t hese phases and work products be consi dered exhausti ve.
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I NPUTS ACTIVI TY VER! FI CATI ON WORK PRCDUCTS
PHASE
Requi renent s - system - define software - review of sof tware
Anal ysi s and requirenents quality requirenents requirenents
Speci fication - project, risk characteristics - assess adequacy speci fication
managerent , - generate and safety
and sof tware appropri at eness traceability
devel oprrent requirenents of safety matrix
pl ans - identify safety - review requirenents

- software QA requirenents functional test traceability
and - begin cases and pl ans matrix
requirenents devel opi ng test - assess quality prelimnary
st andar ds pl ans and cases attributes hazard

anal ysi s
functi onal
test cases
and pl ans
prelimnary
user’ s manual

Architectural - system - allocation of - evaluate and sof tware

Anal ysi s and requirenents requirenents revi ew architecture

Desi gn - software - devel op sub- architecture and and desi gn

requirenents system desi gn docunent s

- prelimnary conponent , - assess adequacy verification
hazard interface, data and activities
anal ysi s structure appropri at eness reports,

- project, desi gns of safety desi gn revi ew
risk, and - modul ar - review test docurrent at i on
devel oprrent deconposi tion cases and pl ans updat ed
pl ans - design test - assess quality traceability

- software QA pl ans/ cases attributes matrices and
and hazar ds
architectural anal ysi s
/ design test cases
st andar ds and pl ans

Devel opnent - software - devel op source, - code sour ce code
requi rement s/ obj ect, and wal kt hr oughs and and al |
desi gn execut abl e code i nspecti ons supporting

- project, risk wi th supporting - static and docunent ati on
managemnent docunent ati on dynam c anal yses verification
and - debug - unit/modul e/ activities
devel oprrent - design test subsyst em reports
pl ans pl ans/ cases testing updat ed

- software QA - safety/failure traceability
and codi ng anal yses matrices and
st andar ds - reviewtest, hazard

data, cases, and anal ysi s
pl ans testing
- assess quality docunent ati on
attributes
Test - test cases - uni t/ modul e/ sub - review and verification
and pl ans system anal ysi s of activities

- source/ execut - integration testing report
abl e code - perfornance, - reviewtesting resting

- software QA stress, and traceability docunent ati on
risk functional, to requirenents, verification
managemnent structure, functional, and
plan and test fault, safety, per f or mance, and val i dation
conpl etion system and safety report
criteria beta tests - assess quality safety
st andar ds attributes assessnent

report
Figure A-2. Relationship between generic devel opment |ifecycle

phases and wor k products.
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APPENDI X B. Technol ogi cal |ssues and Special Topics

Thi s appendi x, which is informative, provides a brief discussion
of a variety of special topics that relate to software and
prenmar ket subm ssions. These topics are nentioned to give
reviewers a "heads-up” to alert themthat the software may

i ncorporate these features and nay need special attention or
further research. For a nore conprehensive di scussion of

i ndividual topics, consult the references in Appendices D and E

B.1 Artificial Intelligence, Expert Systens, and Neural
Net wor ks.

Artificial intelligence (Al) is a field of research in conputer
sci ence whi ch studi es nmethods and techni ques by which
conput ati onal nachi nery may exhi bit behavi or and responses
simlar to those exhibited by humans and ot her bi ol ogi ca

organi sns. Two areas where concepts derived fromartificia
intelligence research have been applied to probl emsol ving tasks
are expert systens and artificial neural networks.

Expert systens attenpt to nodel very specific areas of hunman
knowl edge or expertise by distilling the experience of human
experts into a set of algorithns which can be executed by
software. The expert systemoften consists of a know edge base
(consisting of rules, heuristics, or relationships between
objects or data) and an inference engi ne which mani pul ates the
know edge according to selected criteria. Expert systens use
these rules or heuristics on facts input into the systemto sol ve
problens in a narrow, well-defined domain or area. Typical
applications for expert systens include circuit analysis and
design, fault detection and di agnosis, autonated finance
assessnent and | oan processi ng, and nedi cal diagnosis and therapy
recommendat i on.

An artificial neural network (ANN) is a data processing
architecture that is nodelled on principles exhibited in natural
or biological neural networks. Artificial neural networks are
often used to represent or process nonlinear functions applied to
| arge data sets. Artificial neural network engines can be

i npl emented in software, hardware (using parallel processing
architectures) or a conbination of both. Artificial neural
networks are well-suited for detecting trends or patterns in
data, and are typically used for speech and natural |anguage
processi ng, machine vision and i mage recognition, financial
trend forecasting, and automated nedi cal inage processing.
Artificial neural networks are represented synbolically as an

i nt erconnected network of nodes arranged in a specific topol ogy
or configuration. Links between nodes represent dependencies
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bet ween nodes and have wei ghts associated with each |ink
representing the strengths of the dependencies. Artificial
neural networks typically have an i nput |ayer, hidden or
processing | ayers, and an output |ayer. The |Iinks between nodes,
and potentially the topol ogy of the network itself, are adjusted
for specific tasks by training of the network, which involves
exposing the network to representati ve data sets to be processed.
Qutput fromthe network are conpared to desired results and
correspondi ng adj ustnments are nade to reduce any di screpanci es
bet ween the desired output and the actual output. The field of
artificial neural networks is a rapidly expandi ng one, and nany
artificial neural network nodels, |earning nethods, topol ogies,
and training reginmens currently exist with others being created
constantly.

Expert systens and artificial neural networks are relatively new
t echnol ogi es which are increasingly being incorporated into

nmedi cal devi ces. However, they pose special challenges regarding
the verification and validation of the core processing
architectures: the know edge base and i nference engine for expert
systens, and the neural net engine for artificial neural network
syst ens.

The know edge base of expert systens needs to be verified for
accuracy of information and of the rel ationshi ps between data

obj ects or object classes. The heuristics and rul es governing
the inference engine need to be anal yzed to ensure that there are
no | ogi cal or comon-sense contradi ctions or paradoxes that exist
or that are possible by the systemin operation. Any output or
determ nati on produced by an expert system should al so be
acconpani ed by the reasoning path followed by the software to
reach its conclusions. Such information should serve to all ow
the user to determne if the reasoning path followed by the
expert systemis sound, or if other valid reasoning paths were
not appropriately expl ored.

Artificial neural networks are, by their very nature, difficult
(if not inpossible) to qualify using traditional software

engi neeri ng net hodol ogy. The strength of artificial neural
networks, the ability of the network to “learn” by exanple and
self-adjust its internal parameters or configuration, is what
makes artificial neural network engines problematic. The
performance and behavior of artificial neural networks are
determ ned by sel ective exposure to training sets and its

envi ronment, not by strict specifications. In sone cases,
artificial neural networks can behave in a non-determnistic
manner (that is, the sane input nmay produce different outputs at
different times). Traditional software engi neering methodol ogi es
are designed and intended for determnistic software

i npl enent ati ons.
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The desi gn, assunptions, |earning nethod, and training set data
for an artificial neural network need to be eval uated for
appropriateness and correctness. The network designers need to
justify and explain the choices nade for the artificial neural
net wor k nodel, topology, and training sets, as well as explain
and justify the data set class that the artificial neural network
is intended to anal yze or process. The designers need to
descri be how overfitting or overtraining of the network was
avoided, i.e., when it was decided that the network was “trai ned”
sufficiently to enabl e appropriate perfornmance before the network
begins to extract irrelevant details fromthe data from
overexposure to exanple sets. Wen examning the training set
presented to the neural network, it is inportant to ensure that
the features to be extracted (such as a specific pattern to be
detected) renain the common el enment within the training set data.
Once training has been conpl eted, additional data sets shoul d be
processed through the network to ensure that the performance
remai ns as expected and relevant data is extracted appropriately.
Tests should be perforned to ensure that the network was not
trained to detect a particular peculiarity of the training set
instead of the intended features. Raw data processed by the
system shoul d be presented to the user for conparison with the
out put fromthe system

B.2 Automatic Code Cenerators.

Sone conputer assisted software engi neering (CASE) tools (see
B.3) include automati c code generators. Software from autonatic
code generators nust be verified and validated the same way as
any other software. This nmay include, where appropriate,

requi renents traceability and code wal kt hr oughs.

B.3 Conputer Assisted Software Engi neering (CASE) Tool s.

Conput er assi sted software engineering (CASE) tools are often
used to autonmate or assist in software devel opnment and i ncrease
productivity. There are many different tools and types of tools
avai | abl e. At present there is not a single tool or suite of
tools froma single vendor which covers all phases of the

devel opnent |ifecycle. This raises concerns about the accuracy
of outputs from CASE tools; particularly when devel opers work in
a non-integrated or multi-vendor tool environment.

B.4 (Changes and Modifi cati ons.

Changes and nodi fications will occur during the devel oprment
lifecycle, after a device is fielded, and as a product |ine
matures. Modifications may take the formof requirenents
changes, design changes, corrections, or enhancenents. The
extent and nature of the nodifications will determne whether:
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(1) they can be accommodat ed by configurati on managenent and
change control procedures; or (2) the requirenments of the entire
devel opnent |ifecycle apply. O primary concern is the effect of
the nodifications on risk analysis and control neasures.

Exanpl es of changes i ncl ude:

1) New hardware platform . This could be mgrating to a
newer version of the sane architecture famly, such as
1386 to 1486, or changing architectures such as from
1486 to a workstation

2) New operating system . This could be mgrating to a
newer version of the sane operating systemor changi ng
operati ng systens.

3) New conpiler . This could be mgrating to a newer
version of the sane conpiler or changi ng conpilers.

4) New functionality . This includes new features and
capabilities that are provided for the end-user.

5) Desi gn enhancenents and corrections . This includes
changes to the internal software design that may or nay
not be visible to the end-user. These changes are
undertaken to i nprove software perfornmance, safety, and
reliability.

The extent and nature of the changes and nodifications will also
det erm ne whet her a new 510(k) submssion is required or
information about the changes and their effect on software safety
and reliability may be submtted under the "Add to File"
provision. Refer to the |latest version of FDA CORH publication
"Deci ding Wen to Submt a 510(k) for a Change to an Existing
Device." Changes to an investigational device or PVA device
shoul d be handl ed consistently with those types of devices and
subm ssions. (See Appendi x E 6.)

B.5 dinical Data.

Wien new al gorithns are enpl oyed, whether for treatnent,

di agnosi s, or nonitoring clinical data may be necessary. This
does not inply that every new algorithmneeds to be clinically
tested, especially since new al gorithns may be devel oped for
issues that do not relate to the inherent risk of a device, such
as a new comuni cati on protocol for an internal printer
Manuf act urers, however, should be aware that utilizing new
algorithns for various aspects of treatnent, diagnosis,
interpretation, nonitoring, etc. may need to be clinically

val idated by appropriate clinical trials that yield rel evant

B-4



Draft Version 1.3 12 August 1996
**CDRH Use Onl y**

clinical data and results. The review ng division within CORH
shoul d al so be contacted as early as possible for proper guidance
and requirenents. Determnations of whether a particul ar device
woul d be one of significant risk and require an | DE shoul d be
made by the review ng division and/or an institutional review
board (IRB). Regardless of whether an IDE is submtted, adequate
i nfornmed consent shoul d be nade available to the patient and the
study shoul d be approved by an | RB.

B.6 dosed Loop and Target Control.

A osed | oop systens typically include patient feedback, while
target control typically "estinates" patient response. 1In either
case, control of a device is based on 'real' or 'estimated
patient data. Typically, these types of devices have required
clinical data to support the al gorithns on which they are based.
In either case, the design and architecture of the system
(including software) should allow for partitioning of the system
so that conplexity is reduced, and safety and testability are
maxi mzed. Safety is a critical issue since the clinician is
renmoved fromdirect control of the device. Adequate risk
assessnent and mtigation activities should be perfornmed during
the software |ifecycle process, and failure anal yses techni ques
shoul d include assessing multiple event failures. Some single
event failures may not pose a direct safety hazard, however, this
may change when nultiple event failures occur concurrently or in
a particular sequence. Even if a legally narketed device is
incorporated into a closed | oop or target control system

requal ification of the device in order to assess it’s
appropriateness for incorporation into one of these kind of
systens may be necessary, especially since the behavior in a
closed | oop systemnay alter the way a device typically
functions. Due to the nature of using a device to either nonitor
or control therapy in a closed | oop system qualification of the
devi ce and any nodifications should al so be a part of the
software |ifecycle processes and net hodol ogi es.

B.7 CQustom (perating Systens.

Real -tine systens may utilize a customoperating systemwhich is
desi gned and devel oped for a particular use, especially on a

hi gher | evel of concern device. An executive systemis
essentially an operating systemmnuch |ike that on a personal
conputer that nanages processes and resource allocation. They
typically include a clock, an interrupt handl er, a scheduler, a
resource nmanager, a dispatcher, a configuration nmanager, and a
fault manager. NMonitoring and control systens are real tine
systens which are designed to a generic architecture and are used
for checking sensors which provide infornation about the systems
envi ronment and take acti ons dependi ng on the sensors reading.
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Moni tori ng systens take acti on when sone exceptional sensor val ue
is detected. GControl systens continuously control hardware
actuat ors dependi ng on the value of associated sensors. Anot her
type of real-time systemis a data acquisition system which
collect data fromsensors for subsequent processing and anal ysis.
These al so typically have a generic architectural design

B.8 Data Conpression.

Many data processing devices, such as a holter nonitor, involve
storage of large volunmes of data. To reduce the storage
requirenents, there is a need to reduce the redundancy in the
data representation. That is, to conpress the data. The
conpressi on and expansi on of data can be inplenented i n hardware,
firnware, or software. |f conpression and expansion is done in
software, there is an increase in conplexity in the software and
there are many techni ques that can be used to acconplish this.
Dat a conpression can be divided into two categories: irreversible
and reversible. Irreversible techniques involve a reduction of

t he physical representation of the data, wusually referred to as
data conpaction. Al information is considered to be relevant in
data conpression, and the conpression will be followed | ater by
expansi on which recovers the original data. It is the

manuf acturer's responsibility to show that the expanded data
provi des an accurate recount of the original data.

B.9 Enbedded and Real - Ti me Systens.

Enbedded and real -ti ne systens include enbedded software,
software using a real-tinme operating system programmable |ogic
arrays (PLAs), programmable |ogic devices (PLDs), etc. This type
of software poses uni que concerns about safety and reliability
because, in general, the devel opnent environnent is different
than the intended operational environment. Techni ques and/or
simul ators and enul ators nust be enpl oyed to anal yze the timng
of critical events and identify non-determnistic conditions.

B. 10 Human Factors and Software Design

The focus of human factors is user interface design. Poor design
i nduces errors and inefficiency anong even the best-trai ned
users, especially under conditions of stress, tine constraints,
and/or fatigue. A though |abeling (e.g., user docunentation) is
extrenely inportant to good perfornmance, even well-witten
instructions are cunbersonme to use in tandemw th actua
operation. Also, it's difficult to wite coherent docunentation
whi ch descri bes awkward operating procedures.

Al t hough bot h hardware and software design influence the user's
performance, the logical and informational characteristics
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provided via software are increasingly crucial. Data presented
in an anbi guous, difficult-to-read, or counter-intuitive manner
poses the threat of an incorrect reading, msinterpretation,
and/or inproper data entry. An exanple mght be a crowded
display with cryptic identifiers conbined with a tine | ag between
user response and di spl ayed feedback. Such design
characteristics overtax the user's abilities (e.g., nenory,
vi sual perception, decision-making, etc.), and resultant errors
may have serious consequences.
B.10.1 Common Pr obl ens.
The logic and sinplicity of control-activated operations and
i nformation access/ mani pulation is crucial, no matter what the
program nmedi um Bel ow are problemareas which lead to errors,
and nost are generally applicable to devices regardl ess of nanner
of control operation and i nfornmation display or feedback:

- Uncertai n/no feedback follow ng input;

- m ssing or anbi guous pronpts;

- autonatic resets or defaults not initialized by the
user;

- unr easonabl e mental cal cul ations required,

- no query for critical input;

- conpl ex conmand structure;

- unfam | i ar | anguage/ codi ng/ acronyns, mmenoni cs, etc;

- i nconsi stencies anong formats for successive or
co-l ocat ed di spl ays;

- conventions (e.g., color) contradictory to user
st er eot ypes/ expect at i ons;

- anbi guous synbol s or icons;
- no appropriate | ock-outs or interlocks;

- illogical or cunbersone control sequences or screen
call-up ("navigation");

- no status information; etc.

B. 10. 2 Exanpl es.
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Many user errors induced by software design are attributed to
other factors due to the fact that often little, if any, physical
evidence renains after the fact. A so, software-related errors
can be subtle. For exanple, confusion fromillogical data entry
sequences can induce errors only indirectly related to these
procedures. In any case, there are nany software exanpl es
gathered fromincident files, recalls, and anal ytic findings.

Bel ow are a few exanpl es:

a. In at | east one radi ation device there have been probl ens
due to the fact that user failure to input a dosage (tine or
amount?) leads to a default value. The user was not queri ed;
nor was the default val ue displayed or a warning/alarm
pr esent ed.

b. A neonatal nonitor didn't alarmfor very high heart rate.
It switches to "Half-Rate" display when rate is over 240
BPM The patient, an infant, was hypoxic and required
emer gency treatnent.

C. CDRH di scovered that a clinical batch anal yzer clears al
patient information fields when the operator attenpts to
renmove any incorrect information for that patient. A so,
"cleared” values are reassigned in such a way to increase
t he nunber of fal se negative readi ngs over the batch

d. There have been nunerous recalls of devices in which slight
devi ations fromprescribed operating sequences w Il disable
the device, in sone cases without any feedback to the
oper at or .

B. 10. 3 Proper Analysis and Testing Pays Of.

Good human factors design involves the follow ng; a) integrating
users into the design process early; b) close coordination of
software and hardware efforts; c¢) including user "advocates" and
subject matter experts on the design team and d) performng
iterative anal yses, simulations, and usability tests. Tools nay
i nvol ve surveys, focus tests, interviews, storyboards,
docunent ati on, etc.

The human factors engi neering process can el ucidate subtleties
that even user-oriented designers can overlook. For exanple,
synbol s, icons, colors, abbreviations, etc. can convey a great
deal of information reliably, economcally, and quickly; but a
priori assunptions about their meaning and clarity can be

i ncorrect, depending upon variability anmong user popul ati ons,
wor k settings, device experience, and conventions outside of the
medi cal area. Analysis, testing and the judicious use of
gui del i nes and standards can be incisive. In general, the human
factors payoff includes fewer injuries or deaths, reduced
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training costs, and nore narketabl e products. A full-length
prinmer on human factors considerations for nedi cal devices,
titled "Do it by Design", is being prepared by FDA CORH O'fice of
Heal th I ndustry Prograns (CH P). For nore information about this
docunent and its status, please contact the CH P representatives
to the CDRH Software Task Force listed on page ii.

B.11 Cff-the-Shel f (OTS) Software.

G f-the-shelf (OIS) end-user software products are designed,
devel oped, verified and validated for use in an office or
industrial environment. Regularly schedul ed rel eases of new
versions of OIS software are pl anned whi ch incorporate
corrections and product enhancenents. OIS software is not
devel oped with the degree of rigor necessary for safety-critica
applications. Hence, the responsibility for verifying and
validating the use of OIS software falls to the nedi cal device
manufacturer. Verification and validation activities shoul d
eval uate the safety, reliability, and integrity of the OIS
product and its intended use in a nedical device, and allow for
appropriate safeguards to be designed and devel oped for the
devi ce.

There may be instances in higher |evel of concern software where
the use of OIS is inappropriate since the devel oper may not have
access to appropriate docunentation or source code to inplenent
proper corrections and nodifications that may be necessary, or
subj ect the software to proper devel opnent techni ques and ri sk
managenent activities.

Re-engi neering (or reverse engineering) is another issue with OIS
software; e.g. afirmis working with only executabl e code and
has no supporting docunentati on or access to source code. For

hi gher | evel of concern software, finding another vendor who can
support OIS software or devel opi ng a cust om operati ng system may
be a safer choice.

Use of OIS software that cannot be eval uated properly, be
subjected to software |ifecycle processes, or be nodified if a
bug or anonmaly occurs, nmay not be appropriate to use in higher

| evel of concern software. Systemlevel tests can be perforned
on OIS, however, nost errors found at the systemlevel are
indicative that there are nore serious problens. Errors at this
| evel are considered synptons, not identification of the problem

A draft policy is being devel oped concerning the regul ati on of
medi cal devi ces enpl oyi ng OIS sof t ware.

B.12 Qen Systens and pen Systens Architecture.
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Open systens nay be viewed differently by nany people. One view
is the ability to enable dissimlar conputers to exchange
information and run each other’s software via interfaces from

i ndependent vendors. These woul d be consi dered “open” operating
systens with increased interoperability, flexibility, and
portability. The idea is freeing proprietary pathways w thin
each system Another viewis one which is used nore frequently
and pertains to sharing device control and communi cations within
net wor ks, across devices, etc. This allows for flexibility in
configuring networks and systens, and nay include various aspects
of nedi cal devices and hospital information systens such as
intensive care units, critical care units, operating roons,

pul nonary and cardi ac | abs, clinical |aboratories, radiology

| aboratories, etc. This sharing of information, control, and
network tinme and space increases the conplexity of nedica
devices. This may not be desirable for higher risk devices,
especially since the environnent will be difficult to nodel
during verification and validation. Appropriate test suites and
test cases may be difficult to anal yze froma “conpl et eness”
poi nt of view determning when enough testing has taken pl ace
and test conpletion criteria has been net.

The term “open systent has typically referred to the flexibility
in using several different vendor devices in a network of sone

ki nd, which would require that each vendor have appropriate

know edge of proprietary device drivers for appropriate

communi cation. During the verification and validation process,
all information needed for proper communication nust be well
known by all so that devices can be properly devel oped and
tested. Because nedical devices of “higher” |evel of concern
require a nore robust operating environnment, open systens may not
be the nost appropriate approach.

B. 13 Process Control Software.

Process control software is a Good Manufacturing Process (GWwW),
Good Laboratory Practice (AP), or Good dinical Practice (GCP)
issue. Wile the sane devel oprent |ifecycle and ri sk nmanagenent
activities apply, the primary concern is that the software works
correctly in the intended manufacturing, |aboratory, or clinical
process.

B. 14 Redundant D spl ays.

Redundant di spl ays, even if secondary, are relied upon as nuch as
the original device nmonitor. A redundant display allows
information to be displayed at a renote |ocation (or different
position fromthe parent device) and sonetines allows for limted
control of the device. Manufacturers should be aware that
redundant di spl ays are consi dered nedi cal devices, just as the
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parent device, and are reviewed as such. Therefore, software
devel opnent activities for such a device should be treated with
the sane regard. This is especially true if the device is part
of a “higher” level of concern nonitoring system

B. 15 Research Shareware/ Freely D stributed Software.

Research shareware is software that: 1) is developed in a

uni versity/research setting; 2) receives limted distribution in
order to obtain feedback frombeta testing; and 3) is devel oped
and distributed with no intent to nmarket. Research shareware nmay
be distributed in the formof object code, source code, and/or
source code listings. The functionality, safety features and
procedures, and reliability nust be validated for the intended
use. Should research shareware be incorporated into a conmmercia
product, the end nmanufacturer is responsible for validation,
verification, and support activities. FDA CDRH Ofice of
Conpl i ance, D vision of Enforcenment Il released a | egal opinion
on this issue Cctober 20, 1995, and intends to issue a notice in
the Federal Register stating its position and seeking public
commrent .

B.16 Reuse and Libraries.

"Software reuse invol ves reusing existing conponents rather than
devel opi ng themspecially for an application. Systematic reuse
can inprove reliability, reduce nmanagenent risk, and reduce

devel opnent costs. Software devel opnent with reuse needs a
l'ibrary of reusabl e conponents that can be understood by the
reuser; information on how to reuse the conponents should al so be
provided. Systematic reuse requires a properly catal ogued and
docunent ed base of reusabl e conponents. Reusable software
conponents do not sinply energe as a by-product of software

devel opnment. Extra effort nust be added to generalize the system
conponents to nmake themreusable. Abstract data types and

obj ects are effective encapsul ators of reusabl e conponents.

Devel opnent according to standards for | anguages, operating
systens, networking and graphi cal user interfaces mnimzes the
costs of inplenmenting a systemon different types of conputers.”
(Sommerville 1996, see Appendix E 1.)

| f specifications, design docunmentation, test plans and
procedures are witten for the | owest |evel software conponents,
they can be reused also. Prior to reusing software, an

eval uation shoul d be nade of the appropriateness of the intended
use in the new application and its affect on safety and
reliability. [If the devel opnent environnment or |ifecycle
processes differ when software is reused and supporting
docunentation is not consistent with the new software |ifecycle
met hodol ogi es, sone re-engi neering nmay need to occur to inport
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the reused software i nto the new environnent.
B.17 Security and Privacy.

Security can be viewed in many ways. Preventing access to data
or records is one view. It may also pertain to accidental or
intentional data mani pul ation, corruption or destruction that may
occur through environnental factors such as a power failure which
causes data to be lost. Software shoul d be designed, verified,
and validated so that these accidental, intentional, and/or

envi ronnmental data | osses do not occur.

Security may al so be viewed as only allow ng access to records by
aut hori zed parties. For exanple, records that are naintai ned
regardi ng anesthesia delivery and nonitoring in the operating
roomor |CU devices that nmaintain patient records shoul d not be
accessi bl e to everyone. Wien records are nodified, an indication
that the data or record was nodified should appear in the record
and be printed on the patient report so that it is known that
sonmeone nodified the data that was recorded and retrieved by the
device. Not allowi ng for such a nodification could be a
potential solution. However, with many different types of
editors and data conversion prograns, this is virtually

i npossi bl e to assure unless proprietary encryption is used so
that records woul d not be readabl e by ot her devices, prograns, or
conputers. And there are sone devi ces where data nani pul ation
may be desirable if the user does not agree with an event marker
or interpretation offered by a nedical device, and nay need the

opportunity to override the decision on the record. It is not
within the scope of this docurment to provide solutions to
conputer/software/ data security issues. It is, however, in the

scope of this docunent to raise this issue and ask that

manuf acturers consider this during the devel opnent of software.
Sone common sol uti ons woul d be to provide software and data
backup on a regul ar basis, password protection, data recovery
met hods, and utilize well designed and tested
encryption/decryption al gorithnms when appropri ate.

B. 18 St and- Al one Sof t war e.

A draft policy is being devel oped concerning the regul ati on of
st and- al one nedi cal software products.

B. 19 Software Accessori es.

Sof tware accessories to nedical devices or software that may
already fall into its ow regulatory classification can be placed
in two categories:

a. Software that is specified/intended for use with any
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classified device; or

b. Software that is physically connected to a nedica
devi ce for purposes of data transfer between the device
and the software.

Ohce it is determned that software is an accessory, it does not
qualify for any exenption

B.20 UWser Modifi abl e Software.

User nodifiable software includes situations where the user is
able to configure a nenu, the display screen, alarmand
performance limts, as well as select normal val ues, data base
information, or input their own interpretations, nornal val ues
and text. This is also a human factors issue (see B.10), but the
i ssue of proper verification and validation during the software
l'ifecycle becones difficult since users can do virtually anything
during use of a device. Beta site testing is inportant during
software validation since it allows the users to use and try to
intentionally break the systemto ensure that proper safeguards
have been incorporated. This kind of testing may be hard to
duplicate off site unless users are invited to a facility during
devel opnent to better facilitate the verification and validation
processes. Enpl oying appropriate requirenents, device
l[imtations, and design constraints for user nodifiable software
is avital human factors and safety concern. Lifecycle
processes, including testing and anal ysis, shoul d account for

t hese concerns.
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Appendi x C. Review Checklist and Cormbn Requests

Thi s appendi x provides a reviewer checklist and sanpl e questions
for use in review ng prenarket medical device software

subm ssions. These questions are frequently included in requests
to manufacturers for additional information. Not all itens apply
to all devices; nor should these itens be considered exhaustive.
Appendix Cis intended to be used as a nenory jogger to verify
the information is included in the submssion. After that, the
information is reviewed for content.

C.1 Review Checklist.

This checklist is intended to be used by reviewers and
manuf acturers to determne if the software docunentation is
consi stent with the device.

1. Is the hazard anal ysis conplete, and is it consistent with
t he device and i ntended use and | evel of concern
det erm nati on?

2. Are appropriate safety requirenments incorporated in the
devi ce whi ch address the hazards identified? Have they been
appropriately eval uat ed?

3. Are the software |ifecycle processes and net hodol ogi es
di scussed appropriate for the safety issues and | evel of
concern of the device? Does the subm ssion discuss how the
hazard anal ysi s was perfornmed?

a. If thisis a "lower"” level of concern, is it adequate
for addressing the hazards that were identified?

- Are the lifecycle processes, risk control
measures, and qual ity assurance activities
reasonabl e for the device?

b. If thisis a "higher" level of concern, is it adequate
for addressing the hazards that were identified?

- Are the lifecycle processes, quality assurance
measures, and ri sk nmanagenent activities
appropriate in addressing the safety issues for
t he devi ce?

4. Are verification and validation activities perforned prior
to formal rel ease?

5. | s there adequate docunentation generated to assure
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

traceability?

Are configurati on managenent and change control procedures
adequate to track and control software products if
corrections are necessary or nodifications are nade?

Are the software and systemrequiremnments consistent with
device clains, |abeling, and intended use?

Are potentially hazardous functions of the device
appropriately nonitored?

Are safe and unsafe operating states of the device
identified and included in the warnings section of the
operator's nanual ?

Are security nmeasures consistent for the | evel of security
required for data or device access for preventing data | 0ss?

Are there redundant controls or back up nechanisns to
overri de hazardous and non-hazardous software failures?

Do safety measures address conponent failures and
envi ronnent al influences?

Are potentially hazardous functions of the device limted
only by software? |Is this appropriate?

I's the device architecture safe and practical for the
devi ce?

| s device safety assessed adequatel y?

Are the test strategies, cases, and test conpletion criteria
sufficient to determne that the device neets its
requi renents, including safety?

Do results of tests and anal yses denonstrate conformance to
all requirenents, including safety?

Are renai ni ng software bugs non-hazardous to the patient or
user? Do they inpact on human factors? Are they adequately
communi cated to the user?

When data are transmtted between devices or device
el enents, are neans provided to ensure there are no
transm ssion errors? Howis this verified?
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C 2 Comon Requests.

Every software product shoul d possess safety and reliability
attri butes which are acquired through thorough anal ysis, design,

i npl ementation, testing, quality assurance, and mai ntenance. The
sof tware docunent ati on generated throughout the devel opnment
l'ifecycle should be well controlled and docunented. The

foll owi ng shoul d be provided in a prenarket subm ssion:

a. Pl ease provide a conposite device hazard anal ysis that takes
into account all device hazards associated with its intended
use, hardware, and software. As part of this conposite
anal ysis, please provide a software hazard analysis to
denonstrate that software hazards have been consi dered
during the software devel opnent process. Each hazard
anal ysi s shoul d include the foll ow ng:

i t he hazardous event,

ii. level of concern,

iii. the nmethod of control,

iv. corrective measures taken, including aspects of the
devi ce design/requirenents, that elimnate, reduce, or
warn of a hazardous event, including a discussion of
its appropriateness, and

V. testing and eval uati on denonstrating the inplenentation
of the safety features.

Al so, please provide docunentation discussing how the hazard
anal ysis was perforned, and the traceability between

requi renents, design, testing and risk assessnent activities
regardi ng the devi ce hazards.

b. Please indicate if the device is of higher or |ower |evel of
concern. Include appropriate justification and anal ysis.
C. Pl ease provide a discussion of your software devel opnent

l'ifecycl e processes and nethodol ogies as it applies to the
devi ce under review This shoul d describe the follow ng:

- the lifecycle process plans and activities,

- qual ity assurance plans and activities,

- ri sk managenent plans and activities,

- a description of the devel opnent environnent,

- desi gn and codi ng st andards,

- verification and validation plans and activities,
- t he generated docunentati on,

- configurati on managenent plans and control, and
- mai nt enance.
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d. Pl ease provide the software and systemrequirenents and
design. This information should include the follow ng:

i har dwar e requi renents, including mcroprocessors,
menory devi ces, sensors, energy sources, safety
features, device limtations, comunications, etc.

ii. programm ng | anguage and program si ze(s),

iii. software perfornmance and functional requirenents as
foll ows:

- algorithnms or control characteristics for therapy,
di agnosi s, nonitoring, alarns, analysis and
interpretation (with full text references or
supporting clinical data if necessary),

- device limtations due to software,

- internal software tests and checks,

- error and interrupt handling,

- fault detection, tolerance, and recovery
characteristics,

- safety requirenents,

- timng and nmenory requirenents,

- communi cati on protocol s,

- identification of off-the-shelf software (if
appropriate).

iv. software and systemdesign and architecture as foll ows:

- subsystem and nodul ari zation criteria,

- sof tware nodul es, including flow and structure
charts, and

- syst em bl ock di agrans.

e. Pl ease provide the follow ng testing and anal ysi s
i nformation:

i a systemlevel test protocol with pass/fail criteria,
data, and an anal ysis of the results,

ii. awverification and validation test report discussing
how al | phases and net hods of testing and anal ysis
(unit, nodul e, subsystem integration, and systen)
denonstrate that requirenents were net. This should
include all version and revision identifiers for the
software and a di scussion of testing results and
anal ysis of the follow ng (when appropriate):

- fault, alarm and hazard testing,

- error, range checking, and boundary val ue testi ng,
- timng anal ysis and testing,

- special algorithns and interpretation tests and
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anal ysi s,

- path anal ysis and branch testing,

- stress testing,

- devi ce options, accessories, and configurations
testing,

- comuni cations testing,

- nmenory utilization testing,

- qualification of off-the-shelf software (when use
IS appropriate),

- acceptance and beta site testing,

- regression testing, and

- test conpletion criteria, including test case
approach and desi gn.

a fault tree analysis and failure node effects
criticality analysis of the software and expl ain how
results were enployed in the software/system

requi renents, design, and testing,

alist of errors and bugs which renain in the device
and explain how they were determned to not i npact
safety or effectiveness, including operator usage and
human factors. These shoul d be comunicated to the
user in the device |abeling.
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APPENDI X D. Rel evant National and I nternati onal Consensus
St andar ds

The followng list is a collection of current voluntary national
and international consensus standards that are directly or
indirectly related to nedical device software safety,
reliability, and lifecycle issues. The list is conprehensive but
not exhaustive and is provided for consideration. It is
under st ood that standards are continual |y undergoi ng
update/reaffirmation cycles; accordingly the newest approved
versi on should be used. The selection of a particular standard
or set of standards will depend on nmany factors, including the
desi gn/ devel opnent net hodol ogy, the type of device, the type of
software, and standard corporate practices.

The standards are grouped by subject areas and nay be obt ai ned
fromthe Anerican National Standards Institute (ANSI) or the
Institute of Electrical and E ectronics Engineers, Inc. (IEEE) at
t he addresses bel ow Two special volunmes should be noted: (1)
ANSI publishes a conplete volune of all of the I SO 9000
conpendi um st andards; and (2) | EEE publishes a conpl ete vol une of
all of their software engi neering standards.

ANS|

11 West 42nd Street
New York, NY 10036
212.302. 1286 (fax)
212.642. 4900 (voi ce)

| EEE

445 Hoes Lane

P.Q Box 1331

Pi scataway, NJ 08855-1331
908. 562. 1571 (fax)

908. 562. 3811 (voi ce)

D.1 Ceneral Lifecycle Activities.
1. ANSI /| EEE 1058 Standard for Software Project Managenent
Pl ans, 1993.

2. ANSI /| EEE 610. 12 Sof t war e Engi neering Ter m nol ogy, 1995.

3. ANSI /| EEE 1063 Standard for Software User Docunentati on
1993.

4. ANSI /NI SO Z39. 67 Software Description
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ANSI /| EEE 1002 Standard Taxonony for Software Engi neering

ANSI /| EEE 1074 Standard for Devel oping Software Life Cycle

ANSI /| EEE 1016 Recommrended Practice for Software Design

ANSI /| EEE 1016.1 Quide for Software Design Descriptions,

ANSI /| EEE 1045 Standard for Software Productivity Metrics,

ANSI /| EEE 830 Recomrended Practice for Software Requirenents

ANSI /| EEE 1028 Standard for Software Reviews & Audits, 1993.
ANSI /| EEE 1062 Recommended Practice for Software

ANSI /| EEE 1220 Trial -use Standard for the Application and
Managenent of the System Engi neering Process, 1995.

| SO | EC 12207: 1995(E) I nformati on Technol ogy -- Software

Medi cal H ectrical Equipnent - Part 1. CGeneral Requirenents
for Safety - 4. Collateral Standard: Programmabl e

B ectrical Medical Systens, IEC (DS) 601-1-4: 19xx.

ANSI /| EEE 982.1 Standard Dictionary of Measures to Produce
ANSI /| EEE 982.2 Quide for the use of Standard Dictionary of
Measures to Produce Reliable Software, 1988.

ANSI /| EEE 1012 Standard for Software Validation &

ANSI / ANS 10.4 Nucl ear Conputer Prograns, 1987.
ANSI /Al AA R 013 Software Reliability, 1992.

5.

St andar ds, 1992.
6.

Processes, 1991.
7.

Descriptions, 1993.
8.

1993.
9.

1992.
10.

Speci fications, 1993.
11.
12.

Acqui sition, 1993.
13.
14.

Li fecycl e Processes.
D.2 Safety and Reliability.
1.
2.

Rel i abl e Software, 1988.
3.
4,

Verification, 1992.
5.
6.
7.

ANSI /| EEE 1228 Standard for Software Safety Pl ans, 1993.
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8. Devel opi ng safe, effective, and reliable nmedical software,
1991 AAM Monograph (MDS-175). [avail able from AAM, 3330
Washi ngton Blvd., Suite 400, Arlington, VA 22201-4598,
703. 276. 0793 (fax), 703.525.4890 (voice)]

9. | EC 1508 Functional safety: safety related systens
Part 1. Ceneral requirenents;
Part 2: Requirenents for programable electrical systens

(PES);

Part 3: Software requirenents;
Part 4: Definitions and abbreviations of terns;
Part 5: Quidelines for the application of Part 1
Part 6: Quidelines for the application of Parts 2 and 3;
Part 7: Bibliography of techniques and neasures.

10. 1SOIEC JTCL/ SC7 W® Project 7.30 Software Integrity Levels
(working draft 1.0), 1994.

11. (commttee draft) IEC TC 56(secretariat)410 Dependability -
R sk anal ysis of technol ogi cal systens, 1994.

12. (commttee draft) | EC SC 45A(secretariat) Control systens
inmportant to safety - 1st supplenent to | EC 880, 1995.

13. I EC 812: 1985, Analysis techniques for systemreliability -
Procedure for failure node and effects anal ysis (FMEA).

14. |1 EC 1025: 1990, Fault tree analysis (FTA).

D.3 Quality Assurance.

1. | SO 8402 Quality Managenent and Qual ity Assurance Vocabul ary

2. |SO (D'S) 8402/ DAM 2 (Qual ity Managenent and Quality
Assurance Vocabul ary Amendnent 2

3. | SO 9000: 1987 Qual ity Managenent and Quality
Assurance Standards - Quidelines for Selection and Use

4. SO (D'S) 9000-1 Quality Managenent and Qual ity Assurance
Standards - Part 1: Quidelines for Selection and Use

5. SO (D'S) 9000-2 Quality Managenent and Quality
Assurance Standards - Part 2: Generic Quidelines for the
Application of |SO 9001, 1SO 9002, and | SO 9003

6. | SO 9000-3 1991 Quality Managenent and Quality

Assurance Standards - Part 3: Qiidelines for the
Application of SO 9001 to the Devel opnent, Supply and
Mai nt enance of Software
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

| SO 9000-4 Quality Managenent and Qual ity Assurance
Standards - Part 4: (Quide to Dependability Program
Managenent

| SO 9001: 1987 Quality Systens - Mddel for Quality
Assurance in Design/Devel opnent, Product, Installation and
Servi ci ng

SO (D'S) 9001 Quality Systens - Mdel for Quality Assurance
I n Design, Devel opnent, Production, Installation and
Servi ci ng

| SO 9002: 1987 Quality Systens - Mddel for Quality
Assurance in Production and Installation

| SO (D'S) 9002 Quality Systems - Mddel for Quality
Assurance in Production, Installation and Servicing

| SO 9003: 1987 Quality Systens - Mddel for Quality
Assurance in Final Inspection and Test

SO (DI'S) 9003 Quality Systens - Mdel for Quality
Assurance in Final Inspection and Test

| SO 9004: 1987 Qual ity Managenment and Quality System
El ements - Quidelines

SO (D'S) 9004-1 Quality Managenent and Quality System
E ements - Part 1: Quidelines

| SO 9004-2: 1991 Quality Managenent and Quality System
E ements - Part 2: (Qiidelines for Services

SO (D'S) 9004-4 Quality Managenment and Quality System
El ements - Part 4: Qiidelines for Quality I nprovemnent

| SO 10011-1: 1990 Quidelines for Auditing Quality
Systens - Part 1. Auditing

| SO 10011-2: 1991 Quidelines for Auditing Quality
Systens - Part 2. Qalification Giteria for Quality
Systens Auditors

| SO 10011-3: 1991 Quidelines for Auditing Quality
Systens - Part 3: Managenent of Audit Prograns

| SO 10012-1:1992 Quality Assurance Requirenents for

Measuring Equi prent - Part 1: Metrol ogical Confirmation
System for Measuring Equi pnent
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SO (D'S) 10013 Quidelines for Developing Quality

ANSI /I EEE 730 Standard for Software Quality Assurance Pl ans,

ANSI /| EEE 1061 Standard for a Software Quality Metrics

ANSI /| EEE 1298 Software Qual ity Managenent System Part 1:

ANSI /| EEE 1042 Quide to Software Configurati on Managenent,

ANSI /| EEE 828 Standard for Software Configuration Plans,

ANSI /| EEE 1219 Standard for Software M ntenance, 1992.

ANSI /| EEE 829 Standard for Software Test Docunentati on,

ANSI /| EEE 1008 Standard for Software Unit Testing, 1993.

ANSI /| EEE 1044 Standard for d assification of Software

ANSI /| EEE 1059 Quide for Software Verificati on and

ANSI /| EEE 990 Recomrended Practice for ADA as a Program

ANSI /| EEE 1175 Standard Reference Mddel for Conputing System

ANSI /| EEE 1209 Recommended Practices for the Eval uati on and

22.
Manual s
23.
1989.
24.
Met hodol ogy, 1992.
25.
Requi renents, 1992.
D.4 Configuration Managenent .
1
1993.
2.
1995.
3.
D.5 Test and Eval uati on.
1
1991.
2.
3.
Errors, Faults, and Failures, 1993.
4.
Val i dati on, 1993.
D.6 Automated Tools.
1
Desi gn Language, 1992.
2
Tool | nterconnections, 1991.
3.
Sel ection of CASE Tools, 1992.
4.

| EEE P1348 draft 6.0 (1995) Recommended Practices for the
Adoption of CASE Tool s.
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ANS| / AAM  HE48- 1993 Human Factors Engi neering, Quidelines
Preferred Practices for the Design of Medical Devices

(draft) Laboratory Instruments and Data Managenent Systens:
Design of Software User Interfaces and Software Systens
Validation, Qperation, and Mnitoring; Proposed Quideline
NCCLS GP19-P, vol. 14, no. 14, 1994. [avail able from NCCLS,
771 East Lancaster Avenue, Villanova, PA 19085,

D.7 Human Factors Engi neering.
1.
and
2.
610. 525. 2435 (voi ce), 610.527.8399 (fax)]
3.

ANSI 7535.3-1991 Oiteria for Safety Synbol s.
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APPENDI X E. Bi bl i ography

Thi s appendi x cites books used in the preparation of this
document and suggested additional readings on the topics covered.
Wiile this list includes many of the current publications, it is
not an exhaustive |ist.

E.1 Ceneral Lifecycle Activities.

Blum Bruce |. TEDOUM and the Software Process, MT Press,
Canbri dge, Mass. 1990.

Blum Bruce |I. Software Engineering: A Holistic View,
kford University Press, New York, 1992.

Budgen, David Software Design, Addi son-VWesley, 1994, | SBN
0- 201- 54403- 2.

Cal vez, Jean Paul Enbedded Real -Tine Systens: A
Speci fication and Design Methodol ogy. John
Wley & Sons, 1993. | SBN 0-471-93563- 8.

Edwards, Keith Real-Tinme Structured Methods: Systens
Anal ysis John Wley & Sons, 1993. |SBN 0471-
93415-1.

Fairley, R chard Software Engi neering Concepts, MG aw
HIl, Inc., 1985, |SBN 0-07-019902-7.

Jackson, M chael Software Requirenents and Specifications,
Addi son- Vsl ey, 1995, | SBN 0-201-87712-0.

Pressman, R S. Software Engineering: A Practitioner's
Approach, MGawHIIl, Inc., 1992.

Shunate, Ken and Kel ler, Marilyn. Software Specification
and Design: A D sciplined Approach for Real -
Tinme Systens. John Wley & Sons, 1992. |SBN
0-471-53296- 7.

Sommerville, lan Software Engineering, 5th edition,
Addi son- Vsl ey, 1996, | SBN 0-201-42765- 6.

van Mliet, Hans Software Engineering: Principles and
Practices, John Wley & Sons, Ltd.,
1993, | SBN 0-471-93611-1.

Wtt, Bernard, Baker, F. Terry, and Merritt, Everett W

Architecture and Design, Van Nostrand
Rei nhol d, 1994, | SBN 0-442-01556-9.

E-1



Draft Version 1.3 12 August 1996
**CDRH Use Onl y**

E. 2

E 3

E 4

Safety and Reliability.

Leveson, Nancy G Safeware, Addi son-\Wsley, 1995,
| SBN 0- 201- 11972- 2.

Misa, J.D., lannino, A and Ckunoto, K  Software
Reliability Measurenent, Prediction, and
Application, MGawHII, Inc., 1987.

Misa, J.D. Qperational Profiles in Software Reliability
Engi neering, |EEE Software, vol. 10, no. 2,
March 1993, pp. 14-32.

Neumann, Peter G Conputer-Rel ated R sks, ACM Press/ Addi son
Vsl ey, 1994. | SBN 0-201- 55805- x.

Peterson, Janes L. Petri-Net Theory and the Mdeling of
Systens, Prentice-Hall, 1981.

Raheja, Dev G Assurance Technol ogi es, Principles and
Practices, MGawHIIl, Inc., 1991,
| SBN 0- 07-051212- 4.

Rol and, Harold E., Mriarity, Brian System Safety
Engi neeri ng and Managenent, 2nd edition,
Wl ey Interscience, 1990. |SBN 0-471-61816-0.

Quality Assurance.

Cho, Chin-Kuei An Introduction to Software Quality Control
John Wley & Sons, Inc., 1980,
| SBN 0-471-04704- X

Schnmauch, Charles H |1SO 9000 for Software Devel opers, ASQC
Press 1994, |SBN 0-87389-246- 1.

Schul neyer, G Gordon, McManus, Janes |. Handbook of
Software Quality Assurance, 2nd edition, Van
Nostrand Rei nhol d, 1992, | SBN 0-442-00796- 5.

Schul neyer, G Gordon, McManus, Janes |. Total Quality
Managenment for Software, Van Nostrand
Rei nhol d, 1993, |SBN 0-442-00794-9.

Test and Eval uati on.

dlb, Tomand G aham Dorothy Software |nspection,
Addi son- Vsl ey, 1993, | SBN 0-201-63181-4.
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Habayeb, Abdul System Ef fectiveness, Naval Post- QG aduate
School .

Mers, Qenford J. The Art of Software Testing, John WIey
& Sons, Inc., 1979, |SBN 0-471-04328-1.

E.5 Human Factors Engi neeri ng.

Bias, R and Mayhew, D. Cost Justifying Usability, Academc
Press, 1994,

Brown, Martin L. Human Conputer Interface Design
Qui del i nes, Abl ex Publishing Co., 1989.

Karat, C  "Cost Justifying Support on Software Devel opnment
Projects", Human Factors Society Bulletin,
Human Factors Society, 1992.

Norman, Donald A. The Psychol ogy of Everyday Things, Basic
Books, 1988.

E.6 FDA Publications.

These publications may be obtained fromthe FDA CORH CH P
D vision of Small Manufacturers Assistance (DSMY) at
1. 800. 899. 0381 or 1.301.443. 7491.

CBER Quideline for the Validation of Bl ood
Est abl i shnent Conputer Systens, version 1.0,
Cct ober 1994.

CBER Docket No. 91N 0450, Quideline for Quality
Assurance in Bl ood Establishnents.

CDRH Bl ue Book Meno "Devi ce Label i ng Qui dance #@®1-1",
dated March 8, 1991.

CDRH Deci ding Wen to Submt a 510(k) for a Change to
an Existing Device, draft #2, August 1, 1995.

CDRH FDA Policy for the Regul ati on of Conputer
Products, draft, 13 Novenber 1989

CDRH Qui dance for the Content and Revi ew of 510(Kk)
Notifications for Picture Archiving and
Comuni cations Systens (PACS) and Rel ated Devi ces,
draft August 1993.

CORHCHP Do It By Design: An Introduction to Human Factors
in Medical Devices, draft, February 1996.
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CRA/ DFI Quide to the Inspections of Software Devel opnent
Activities (The Software Lifecycle), draft,
Novenber 1995.

CRA Quideline on the General Principles of Process
Val i dati on.
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APPENDI X F. A ossary for Conputerized System and Software
Devel opnent Ter m nol ogy.

The attachnent to this appendi x represents the current "FDA

d ossary of Conputerized System and Sof t ware Devel opnent

Ter m nol ogy" devel oped by the Ofice of Regulatory Affairs (CRA),
D vision of Field Investigations (DFl). This glossary may be
publicly accessed and downl oaded vi a nodem

FDA Bull etin Board 301. 443. 2893
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